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Fault Diagnosis

£ > >OO €

Given:
@ A finite automaton A over Y& = ¥ U {g, f}

@ f is the fault action, ¥ is the set of observable events
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Fault Diagnosis
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Given:
@ A finite automaton A over Y& = ¥ U {g, f}

@ f is the fault action, ¥ is the set of observable events

Define:
@ Faulty,, (A): k-faulty runs that contain f followed by > k actions
@ NonFaulty(A): Non faulty run that contain no f
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Fault Diagnosis

a b
. o—2 oD«
a
Goal: detect a fault at most
k steps after it occurred
b 3

Given:
@ A finite automaton A over Y& = ¥ U {g, f}

@ f is the fault action, ¥ is the set of observable events
Define:
@ Faulty,, (A): k-faulty runs that contain f followed by > k actions
@ NonFaulty(A): Non faulty run that contain no f
Purpose of fault diagnosis: given k,
@ you never raise an alarm on non-faulty runs
@ you must raise an alarm on k-faulty runs
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Diagnosis Problem

¢ > YOr_ ) €

b €

trace(p) = trace of the run p (a word in (Z U {¢, f})*)
n/5(frace(p)) = projection of the trace on observable events
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b €

trace(p) = trace of the run p (a word in (Z U {¢, f})*)
n/5(frace(p)) = projection of the trace on observable events

Definition (k-diagnoser)

A mapping D : X* — {0,1} is a k-diagnoser for A if:
@ for each run p € NonFaulty(A), D(m/s(trace(p))) = O:
@ for each run p € Faulty, (A), D(m/5(trace(p))) = 1.
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Diagnosis Problem

¢ > YOr_ ) €

b €

trace(p) = trace of the run p (a word in (Z U {¢, f})*)
n/5(frace(p)) = projection of the trace on observable events

Definition (k-diagnoser)

A mapping D : X* — {0,1} is a k-diagnoser for A if:
@ for each run p € NonFaulty(A), D(m/s(trace(p))) = O:
@ for each run p € Faulty, (A), D(m/5(trace(p))) = 1.

(Z, k)-Diagnosis Problem
Given A, ¥, k € N, is there a k-diagnoser for A?
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Example

NICTA, Canberra (October 2009) Fault Diagnosis with Dynamic Observers



Example

b 3
@ Y ={a,b}. Is the plant 1 or 2-diagnosable?
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b £
@ Y ={a,b}. Is the plant 1 or 2-diagnosable? 2: Yes
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Example

. X e »O b >OO€

b €

@ 3 ={a,b}. Is the plant 1 or 2-diagnosable? 2: Yes
@ 3 ={b}. Is the plant 1, 2, k-diaghosable? No

a b a
; O——0——C ¢
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Example

IV

b €

@ 3 ={a,b}. Is the plant 1 or 2-diagnosable? 2: Yes

@ 3 ={b}. Is the plant 1, 2, k-diaghosable? No
a Xe

SO, SO

f (44 (44

Ke €

@ > ={a}. Is the plant 1, 2-diagnosable?
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Example

b €

@ 3 ={a,b}. Is the plant 1 or 2-diagnosable? 2: Yes
@ 3 ={b}. Is the plant 1, 2, k-diaghosable? No

a Xe a
; O———0——0 ¢

Ke €

@ > ={a}. Is the plant 1, 2-diagnosable? 3-diagnosable
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Results for the Fault Diagnosis Problem
[Sampath et al., 1995, Jiang et al., 2001, Yoo et al., 2002]

A is (Z,k)-diagnosable if there is a k-diagnoser for A.
A is Y -diagnosable if 3k € N's.t. A is (X, k)-diagnosable.

» Skip algorithms
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[Sampath et al., 1995, Jiang et al., 2001, Yoo et al., 2002]

A is (Z,k)-diagnosable if there is a k-diagnoser for A.
A is ¥ -diagnosable if 3k € N s.t. A is (¥, k)-diagnosable.
Diagnosis Problems

@ (A) Is A X -diagnosable ?

@ (B) If “yes" to (A), compute the minimum k and
@ (C) Compute a witness diagnoser.

» Skip algorithms
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Results for the Fault Diagnosis Problem
[Sampath et al., 1995, Jiang et al., 2001, Yoo et al., 2002]

A is (Z,k)-diagnosable if there is a k-diagnoser for A.
A is ¥ -diagnosable if 3k € N s.t. A is (¥, k)-diagnosable.

Diagnosis Problems
@ (A) Is A X -diagnosable ?
@ (B) If “yes" to (A), compute the minimum k and
@ (C) Compute a witness diagnoser.

Results for the Fault Diagnosis Problem
@ (A)isinPTIME
@ (B)isin PTIME
@ (C)isin EXPTIME
A witness diagnoser is an automaton with at most 20 states

» Skip algorithms
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Algorithm for Checking k-Diagnosability
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Algom‘rhm for Checking k-Diagnosability
A1 ______________ A :

e e mm e —— -~
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Algom‘rhm for Checking k-Diagnosability

A1 ______________ A :

e e mm e —— -~

Synchronize* on X

*¢ does not synchronize
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Algom‘rhm for Checking k-Diagnosability
A1 ______________ A :

e e mm e —— -~

Synchronize* on X

*¢ does not synchronize
Bad

A is k-diagnosable <=> Bad hot reachable in A; x A; J
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Algorithm for Checking Diagnosability
Necessary and Sufficient Condition for Diagnosability
A is not Y -diagnosable <= Vk € N*, A is not (Z, k)-diagnosable
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Algorithm for Checking Diagnosability
Necessary and Sufficient Condition for Diagnosability
A is not Y -diagnosable <= Vk € N*, A is not (Z, k)-diagnosable

3p € NonFaulty(A)
<= Vke N, {3 €Faulty,(A)
and m/5(p) = 1/5(p")
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Algorithm for Checking Diagnosability

Necessary and Sufficient Condition for Diagnosability

A is not Y -diagnosable <= Vk € N*, A is not (Z, k)-diagnosable
3p € NonFaulty(A)

<= Vke N, {3 €Faulty,(A)
and  /5(p) = m/5(p")

Let A; = (Q*{0,1},(q0.0), X%, —1) s.1.
@ (q.K)—1 (¢ K) iff g ¢’ and | € T U{e} and k = K’;

° (9.K) 51 (¢ 1) iff g5 ¢
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Algorithm for Checking Diagnosability
Necessary and Sufficient Condition for Diagnosability

A is not Y -diagnosable <= Vk € N*, A is not (Z, k)-diagnosable

3p € NonFaulty(A)
<= Vke N, {3 €Faulty,(A)
and m/5(p) = 1/5(p")

Let Ay = (Qx{0,1},(qo0.0), 2°, —1) s.t.

@ (q.K)—1 (¢ K) iff g ¢’ and | € T U{e} and k = K’;

° @K 51 (q.Diffqlq

Let A, = (Q,qO,ZE,—Q) with q—|>2 q' iff q—|> q’ andl € ¥ U{E}
Biichi condition on A; x A;: infinitely many faulty states and A;-actions
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Algorithm for Checking Diagnosability
Necessary and Sufficient Condition for Diagnosability
A is not 7 -diaghosable <= Vk € N*, A is not (2, k)-diagnosable
3p € NonFaulty(A)
<= Vke N, {3 €Faulty,(A)
and  T5(p) = m/5(p")
Let Ay = (Qx{0,1},(qo0.0), 2°, —1) s.t.
® (q.k)>1 (g, K) iff g ¢’ and | € T U{e} and k = K’;
° (.51 (¢, Diff gL q
Let A2 = (Q,qo0. X, —2) with q—'>2 q iff q—|> q and | € Y U{e}
Biichi condition on A; x A;: infinitely many faulty states and A;-actions

Theorem ([FT'08))

LY(A;xAy) 2 @ <= A is not diaghosable. [Can be checked in PTIME]
The minimum k s.t. A is k-diagnosable can be computed in PTIME.
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Outline

@ static Sensor Minimization Problems
® Results for Static Observers
® Static vs Dynamic Observers
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Minimization of the set of Observable Events

Goal: find ¥, C ¥ s.t. Ais ¥,-diagnosable and minimize |, | J
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Minimization of the set of Observable Events

Goal: find ¥, C ¥ s.t. Ais ¥,-diagnosable and minimize |, | J

a b

£ > o Pr
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Minimization of the set of Observable Events

Goal: find ¥, C ¥ s.t. Ais ¥,-diagnosable and minimize |, | J

a b

¢ > o Pr

b €

@ minimum X, = {a, b} and (Z,, 2)-diagnosable
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Minimization of the set of Observable Events

Goal: find ¥, C ¥ s.t. Ais ¥,-diagnosable and minimize |, | J

b

a b

Ve

[ 4

€

@ minimum X, = {a, b} and (Z,, 2)-diagnosable

f
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Minimization of the set of Observable Events

Goal: find ¥, C ¥ s.t. Ais ¥,-diagnosable and minimize |, | J

b

a b

Ve

[ 4

€

@ minimum X, = {a, b} and (Z,, 2)-diagnosable

f

b

a b

SO, (Ve

o Pr

(44 (44

€

@ Y, = {a} is minimal and (X,, 3)-diagnosable

NICTA, Canberra (October 2009)
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Results for Sensor Minimization Problems

Problem 1: Static Minimization Problem
Input: A,neN*st. n¢|X|.
Problem: Is thereany 3, C ¥, |3,| < n, s.t. A is ¥,-diagnosable ?

Results:
NICTA, Canberra (October 2009) Fault Diagnosis with Dynamic Observers 12/30



Results for Sensor Minimization Problems

Problem 1: Static Minimization Problem
Input: A,neN*st. n¢|X|.
Problem: Is thereany 3, C ¥, |3,| < n, s.t. A is ¥,-diagnosable ?

Results:

@ Static Minimization Problem is NP-complete
[Yoo et al., 2001, ACSD'07]
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Results:
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Results for Sensor Minimization Problems

Problem 1: Static Minimization Problem
Input: A,neN*st. n¢|X|.
Problem: Is thereany 3, C ¥, |3,| < n, s.t. A is ¥,-diagnosable ?

Results:

@ Static Minimization Problem is NP-complete

[Yoo et al., 2001, ACSD'07]
@ Mask Version of Static Minimization Problem is also NP-complete

[ACSD'07]

Can we do any better/cheaper? J
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Why Dynamic Observations ?
a b

£ > >OO €

@ Static observer: fixed set of observable events
@ Static observation: |3,| 22, ¥, = {a,b}. ({a, b}, 1)-diagnosable
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Why Dynamic Observations ?
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Is the plant diagnosable
observing only one event at a time ?

€

@ Static observer: fixed set of observable events
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@ Static observer: fixed set of observable events
@ Static observation: |3,| 22, ¥, = {a,b}. ({a, b}, 1)-diagnosable

Dynamic observer: chooses dynamically the set of observable events J
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@ Static observation: |3,| 22, ¥, = {a,b}. ({a, b}, 1)-diagnosable
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Why Dynamic Observations ?
a b

£ > >O€) €

Is the plant diagnosable
observing only one event at a time ?

€

@ Static observer: fixed set of observable events
@ Static observation: |3,| 22, ¥, = {a,b}. ({a, b}, 1)-diagnosable

Dynamic observer: chooses dynamically the set of observable events J

Q observe only a
@ once an a has been observed, observe only b
© if a.b occurs diagnose a fault — dynamically 2-diaghosable
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Outline

e Fault Diagnosis with Dynamic Observers

Dynamic Observers

Checking Diagnosability with Dynamic Observer
Cost of a Dynamic Observer

Minimization Problems with Dynamic Observers
Synthesis of the Most Permissive Dynamic Observer
Synthesis of the Optimal Dynamic Observer
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Dynamic Observers

Definition (Dynamic Observer)

A dynamic observer Obs = (S,so, %, 8,L) is a complete and deterministic
labeled transducer s.t. Vs € S,Va € ¥, if a & L(s) then 8(s,a) = s.

b/e a/e a/e

() o

LO)={a} LO)={b} LO)=2
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Dynamic Observers

Definition (Dynamic Observer)

A dynamic observer Obs = (S,so, %, 8,L) is a complete and deterministic
labeled transducer s.t. Vs € S,Va € ¥, if a & L(s) then 8(s,a) = s.

b/e a/e a/e

() o

LO)={a} LO)={b} LO)=2

Definition ((Obs, k)-diagnoser)

D:x* —{0,1} is an (Obs, k)-diagnoser for A if:
@ for each run p € NonFaulty(A), D(Obs(m,s(trace(p)))) = 0 and
@ for each run p € Faulty, (A), D(Obs(m/5 (trace(p)))) = 1.
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Dynamic Observer and Diagnosability
b/e a/e a/e

0) o

LO)={a} LO)={b} LE@)=2
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Dynamic Observer and Diagnosability
b/e a/e a/e

0) o

LO)={a} LO)={b} LE@)=2

a b

f O LSOk

B is (Obs, 2)-diagnosable.
Define D(a.b.p) = 1 and D(p) = O otherwise. D is 2-diagnoser.

NICTA, Canberra (October 2009) Fault Diagnosis with Dynamic Observers 16/ 30



Dynamic Observer and Diagnosability
b/e a/e a/e

0) o

LO)={a} LO)={b} LE@)=2

a b

f O LSOk

B is (Obs, 2)-diagnosable.
Define D(a.b.p) = 1 and D(p) = O otherwise. D is 2-diagnoser.

Obs observes only one event at each point in time. J
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Checking Obs-diagnosability
[ACSD'07, FT'08]
(Obs, k)-diagnosability: A is (Obs, k)-diagnosable if there is an
(Obs, k)-diagnoser for A
Obs-diagnosability: A is Obs-diagnosable if 3k € N s.t.
A is (Obs, k)-diagnosable

NICTA, Canberra (October 2009) Fault Diagnosis with Dynamic Observers 17/ 30



Checking Obs-diagnosability
[ACSD'07, FT'08]
(Obs, k)-diagnosability: A is (Obs, k)-diagnosable if there is an
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Obs-diagnosability: A is Obs-diagnosable if 3k € N s.t.
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Finite Obs-diagnosability Problem

Input: A, a finite state observer Obs.
Problem: Is A Obs-diagnosable ?
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Checking Obs-diagnosability
[ACSD'07, FT'08]
(Obs, k)-diagnosability: A is (Obs, k)-diagnosable if there is an
(Obs, k)-diagnoser for A
Obs-diagnosability: A is Obs-diagnosable if 3k € N s.t.
A is (Obs, k)-diagnosable

Finite Obs-diagnosability Problem

Input: A, a finite state observer Obs.
Problem: Is A Obs-diagnosable ?

To check Obs-diagnosability, build a product A ® Obs:
@ initial state: (qo,so)

0forA€Z(qs)—>(q s’)nffq—»q s Mg,
e for A€ {e,f}, (q,s) LR (q’,s) iff q 4 q’ (Obs cannot see {¢, f}).
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Checking Obs-diagnosability
[ACSD'07, FT'08]
(Obs, k)-diagnosability: A is (Obs, k)-diagnosable if there is an
(Obs, k)-diagnoser for A
Obs-diagnosability: A is Obs-diagnosable if 3k € N s.t.
A is (Obs, k)-diagnosable

Finite Obs-diagnosability Problem

Input: A, a finite state observer Obs.
Problem: Is A Obs-diagnosable ?

To check Obs-diagnosability, build a product A ® Obs:
@ initial state: (qo,so)

0forA€Z(qs)—>(q s’)nffq—»q s Mg,
e for A€ {e,f}, (q,s) LR (q’,s) iff q 4 q’ (Obs cannot see {¢, f}).

A is Obs-diagnosable iff A ® Obs is ¥ -diaghosable J
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How to Compare Dynamic Observers ?

0, b/e ﬁ a/e 0, a/a
@ O 8:) Z &b/b
LO)={a} LD)={b} LR)=o L(0) = {a, b}

@ Switching a-sensor on for a € ¥ costs 1 per time unit
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How to Compare Dynamic Observers ?

0, b/e ﬁ a/e 0, a/a
@ O 8:) Z &b/b
LO)={a} LD)={b} LR)=o L(0) = {a, b}

@ Switching a-sensor on for a € ¥ costs 1 per time unit
@ On input w, maximum average cost is

» 1for O
> 2 fOI" Oz

@ O; observes less events than O; in the long run
@ O is less expensive than O;

Need to define a cost measure for dynamic observers J
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Cost of an Observer

cost
Obs ~ @@ @9~ @
/a Fle 1
(5o 4T
LO)={a} L)=92 b b b b b b b a M
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Cost of an Observer

cost

b/e a/e
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’ ’
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LO)={a LD=2 b b b b b b b a M

@ Cost;: time basis determined by the observer I
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Cost of an Observer

cost

b/e a/e

Obs ~ ~ @
‘ ‘
0 a/a Q‘ be |

LO)={a} L)=o2 b b b b b b b a M

@ Cost;: time basis determined by the observer I
@ After each observable event, sum up the cost of the state of Obs
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Cost of an Observer

cost

Obs
0 o/a Q b/e
LO)={a LO)=2 b

@ Cost;: time basis determined by the observer I

@ After each observable event, sum up the cost of the state of Obs
@ Obs(b") = ¢, Obs(b".a) = a: two values

Costy(b".a) =

NICTA, Canberra (October 2009)
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@ After each observable event, sum up the cost of the state of Obs
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LO)={a} LM)=2 b b b b b b b a M

@ Cost;: time basis determined by the observer I

@ After each observable event, sum up the cost of the state of Obs
@ Obs(b") = ¢, Obs(b".a) = a: two values

Costi(b".a) = %

@ Cost,: time basis determined by the plant being observed I
@ After each event's occurrence, sum up the cost of the state of Obs
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Cost of an Observer

cost

Obs
o a/a Q b/e
LO)={a} L)=o b

@ Cost;: time basis determined by the observer I

@ After each observable event, sum up the cost of the state of Obs
@ Obs(b") = ¢, Obs(b".a) = a: two values

b

Costy(b".a) = ——

@ Cost,: time basis determined by the plant being observed I

1+0
2

time

@ After each event's occurrence, sum up the cost of the state of Obs

@ after b", state of Obs is 0, and after b".q, it is 1

Cost,(b".a) = n-1+0

NICTA, Canberra (October 2009)
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Computing the Cost of a Given Observer

A run of the plant A is p :qof‘—>q1 qnflﬁal’(?n
Obs is an observer and w; = /5 (trace(qo 2 5
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Computing the Cost of a Given Observer

A run of the plant Aisp =qo 2 q1 Qn-1 =, Qn
Obs is an observer and w; = /5 (trace(qo 2 5
Costof arunp

Cost 1 <
Cost,(p, Obs) = o] i(f) = >~ IL(3(s0, wi)
i—0
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Computing the Cost of a Given Observer
A run of the plant A is p = go — q Qnt — qn

Obs is an observer and w; = w5 (frace(qo &, 5 9))
Costof arunp

Cost(p) 1 &
Cost,(p, Obs) = o] il = >~ |L(3(s0, wi)
i—0

Maximal cost of runs of length n

Cost,(n, A, Obs) = max{ Cost,(p, Obs)forp € Runs"(A) }
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A run of the plant A is p = go — q Qnt — qn

Obs is an observer and w; = /5 (trace(qo BN 5 9))
Costof arunp

Cost 1 <
Cost,(p, Obs) = o] i(f) = ) IL@3(so, wi)l
i—0

Maximal cost of runs of length n
Cost,(n, A,Obs) = max{ Cost,(p, Obs)forp € Runs"(A) }
Cost of the pair (Obs, A)

Cost,(A,Obs) = limsup Costz(n, A, Obs)

n—oo
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Computing the Cost of a Given Observer

Arunof theplant Aisp=qo ~>q; *** Qni— Qn

Obs is an observer and w; = w5 (frace(qo - qi))

Costof arunp

Cost2(p) 1
lol+1  n+1

Cost,(p,Obs) = ) IL@3(so, wi)l
i—0

Maximal cost of runs of length n
Cost,(n, A,Obs) = max{ Cost,(p, Obs)forp € Runs"(A) }
Cost of the pair (Obs, A)
Cost,(A,Obs) = limsup Cost,(n, A, Obs)

n—oo

Theorem ([TASE07])
Cost,(A, Obs) can be computed in PTIME.
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Computing the Cost of a Given Observer
Arunof theplant Aisp=qo ~>q; *** Qni— Qn

Obs is an observer and w; = w5 (frace(qo - qi))
Costof arunp

Cost,(p,Obs) = Costa(p) _ 1

lpl+1 ~ n+1

S IS0, )
Maximal cost of runs of length n -
Cost,(n, A, Obs) = max{ Cost,(p, Obs)forp € Runs"(A) }
Cost of the pair (Obs, A)
Cost,(A,Obs) = limsup Cost,(n, A, Obs)

n—oo

Theorem ([TASE'07])
Cost,(A, Obs) can be computed in PTIME.

Use Karp's Maximum Mean-Weight Cycle Algorithm J
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Computing the Cost of a Given Observer
Arunof theplant Aisp=qo ~>q; *** Qni— Qn

Obs is an observer and w; = w5 (frace(qo - qi))
Costof arunp

Cost,(p,Obs) = Costa(p) _ 1

lpl+1 ~ n+1

S IS0, )
Maximal cost of runs of length n -
Cost,(n, A, Obs) = max{ Cost,(p, Obs)forp € Runs"(A) }
Cost of the pair (Obs, A)
Cost,(A,Obs) = limsup Cost,(n, A, Obs)

n—oo

Theorem ([TASE'07])
Cost,(A, Obs) can be computed in PTIME.

How to synthesize a/the best or optimal observer ? J
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Bounded Cost Observer

Problem 2: Bounded Cost Observer

Input: A,k e Nandc € N.
Problem: Assume A is (Z, k)-diagnosable,

(A). Is there an observer Obs s.t. A is (Obs k)-diagnosable and
Cost,(Obs)<c?

(B). If “yes", compute a withess observer Obs with Cost,(Obs) < c.
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Bounded Cost Observer

Problem 2: Bounded Cost Observer

Input: A,k e Nandc € N.
Problem: Assume A is (Z, k)-diagnosable,

(A). Is there an observer Obs s.t. A is (Obs k)-diagnosable and
Cost,(Obs)<c?

(B). If “yes", compute a withess observer Obs with Cost,(Obs) < c.

Steps to Solve Problem 2:
@ Step 1: Compute the most permissive observer O; see Problem 3
@ Step 2: Compute an optimal cost observer.

Theorem ([AcsD'07])
There is a finite state most permissive observer for A.
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Bounded Cost Observer

Problem 2: Bounded Cost Observer

Input: A,k e Nandc € N.
Problem: Assume A is (Z, k)-diagnosable,

(A). Is there an observer Obs s.t. A is (Obs k)-diaghosable and
Cost,(Obs)<c?

(B). If “yes", compute a withess observer Obs with Cost,(Obs) < c.

Steps to Solve Problem 2:
@ Step 1: Compute the most permissive observer O; see Problem 3
@ Step 2: Compute an optimal cost observer.

Theorem ([AcsD'07])
There is a finite state most permissive observer for A.

Theorem ([TASE07))
An optimal observer can be computed in 2EXPTIME (in size of A and Y).

V.
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Most Permissive Observer

Problem 3*: Dynamic Diagnosability Problem
Input: A.
Problem: Compute the set of all observers s.t. A is Obs-diagnosable.
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Most Permissive Observer

Problem 3*: Dynamic Diagnosability Problem
Input: A.
Problem: Compute the set of all observers s.t. A is Obs-diagnosable.

Future work ... J
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Most Permissive Observer

Problem 3*: Dynamic Diagnosability Problem
Input: A.
Problem: Compute the set of all observers s.t. A is Obs-diagnosable.

Future work ... J

Problem 3: Dynamic k-Diagnosability Problem

Input: A,k € N.
Problem: Compute the set of all observers s.t. A is (Obs, k)-diagnosable.
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Problem 3 as a Game Problem
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Problem 3 as a Game Problem
@ Reduce Problem 3 fo a safety 2-player game
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@ Reduce Problem 3 fo a safety 2-player game
@ Player 1 chooses what to observe
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Problem 3 as a Game Problem

@ Reduce Problem 3 fo a safety 2-player game
@ Player 1 chooses what to observe

@ Player 2 tries to produce a bad sequence of events
i.e. fraces that are in NonFaulty(A) N Faulty, (A)
behaves like a synchronized product of tfwo automata
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Problem 3 as a Game Problem

@ Reduce Problem 3 fo a safety 2-player game
@ Player 1 chooses what to observe

@ Player 2 tries to produce a bad sequence of events
i.e. fraces that are in NonFaulty(A) N Faulty, (A)
behaves like a synchronized product of tfwo automata

a b

f O LSO
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Problem 3 as a Game Problem

Az OdiB<OD)>
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Problem 3 as a Game Problem
a
INCELING Y A: £

b
2-diagnosable: avoid Bad = (3,-) in Ay x A;
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Problem 3 as a Game Problem

Az OdiB<OD)>

-
= o
&€ o
Sf-----3
Q

()

(0,0

NICTA, Canberra (October 2009) Fault Diagnosis with Dynamic Observers




Problem 3 as a Game Problem

Az OdiB<OD)>
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Problem 3 as a Game Problem

a
A2 30D«
b
(3,4),{b,-}
b £
(2,4),{b,-}
24) (b}
34
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3 (2,0),{b})((1,4),{b} @ 4)2
A N
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Problem 3 as a Game Problem

Az 5
b
(3,4).{b,)
b £
CHE 2,4).{b,)
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Problem 3 as a Game Problem

a

Az OdiB<OD)>

b
(3.4).{b,-}
b €
(2,4).{b,-}

4, 4)2

(4,4)

W T (0,0).{a, b}
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Problem 3 as a Game Problem

a

Az €
A b
Game G(A) (3'4%{: D,
S (Y )
S Ha)
@ S {b,*} z
. e N,
) \ (4, 4) p3
(1,4).{a}
f '\ (1,0),{a. b} (4 4)
0,4),{a} (1 0),{a}
f s bT
-((0,0) » (0,0),{a,b}
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Problem 3 as a Game Problem

Az OdiB<OD)>

{a} {b}

{a, b} b The most permissive
observer
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Results about the Most Permissive Observer
Let G(A) be the game associated with A and ¥
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Results about the Most Permissive Observer
Let G(A) be the game associated with A and X

G(A) is a game with partial observation of the actions J

Theorem ([FT'08])

@ O isanobserver s.t. A is (O,k)-diagnosable =—> there isa
corresponding winning strategy f(O) in G(A).

@ There is a winning strategy f in G(A) = there is a corresponding
observer O(f) s.t. A is (O(f), k)-diagnosable.
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Results about the Most Permissive Observer
Let G(A) be the game associated with A and X

G(A) is a game with partial observation of the actions J

Theorem ([FT'08])

@ O isanobserver s.t. A is (O,k)-diagnosable =—> there isa
corresponding winning strategy f(O) in G(A).

@ There is a winning strategy f in G(A) = there is a corresponding
observer O(f) s.t. A is (O(f), k)-diagnosable.

Theorem (Memoryless Strategies are Sufficient)

There is a memoryless most permissive strategy for any (safety) finite
game G with complete information.
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Results about the Most Permissive Observer
Let G(A) be the game associated with A and X

G(A) is a game with partial observation of the actions J

Theorem ([FT'08])

@ O isanobserver s.t. A is (O,k)-diagnosable =—> there isa
corresponding winning strategy f(O) in G(A).

@ There is a winning strategy f in G(A) = there is a corresponding
observer O(f) s.t. A is (O(f), k)-diagnosable.

Theorem (Memoryless Strategies are Sufficient)

There is a memoryless most permissive strategy for any (safety) finite
game G with complete information.

Theorem (Existence of a Most Permissive Observer)
There is a finite-state (2EXP) most permissive observer for A.
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Optimal Dynamic Observer

The most permissive

observer
@ A2 0 A,
a
\@/ . b}\@ res
/ {a,b) ~— b A~ ’
{a,b} a D
{a,b} - aey’
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Optimal Dynamic Observer

= = The most permissive

observer

a}/\b}/\z'czwo

{a,b}\« Z—y D
{a,b} aeY

w=2 b

@ Player 1 chooses what to observe: X / Player 2 generates p.l, | € X
@ Player 1 and 2 produce weighted runs
@ Given a strategy for Player 1 and the moves of Player 2

w(p) is the sum of the weights wiw; - - -wy of the run p
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Optimal Dynamic Observer

= = The most permissive
observer

a}/\b}/\z'czwo

{a,b}\« Z—y D
{a,b} aeY

w=2 b

@ Player 1 chooses what to observe: X / Player 2 generates p.l, | € X
@ Player 1 and 2 produce weighted runs
@ Given a strategy for Player 1 and the moves of Player 2

w(p) is the sum of the weights wiw; - - -wy of the run p
Cost(p, Obs) = w(p)/(lp] +1)
@ Goal for Player 1: minimize limsup,_ .{w(p)/(Ip| +1) |p € Runs"(A)}
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Mean Payoff Games

Weighted two-player games

@ Each state s has a weight w(s)
can be done with weight on edges

@ Turn-based game
@ Goal of the Players:

» Player 1: minimize lo = limsupw(p)/(lp| + 1)
» Player 2: maximize I; = liminf w(p)/(lp| + 1)
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Mean Payoff Games

Weighted two-player games

@ Each state s has a weight w(s)
can be done with weight on edges

@ Turn-based game
@ Goal of the Players:
» Player 1: minimize lo = limsupw(p)/(lp| + 1)
» Player 2: maximize I; = liminf w(p)/(lp| + 1)
Results for weighted two-player games [Zwick & Paterson, TCS 1996]

@ There is a value v € Q s.t. each player has a memoryless strategy to
ensure lp<vand |y 2 v

@ v can be effectively computed
@ Memoryless strategies for both players can be effectively computed
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Mean Payoff Games

Weighted two-player games

@ Each state s has a weight w(s)
can be done with weight on edges

@ Turn-based game
@ Goal of the Players:
» Player 1: minimize lo = limsupw(p)/(lp| + 1)
» Player 2: maximize I; = liminf w(p)/(lp| + 1)
Results for weighted two-player games [Zwick & Paterson, TCS 1996]

@ There is a value v € Q s.t. each player has a memoryless strategy to
ensure lp<vand |y 2 v

@ v can be effectively computed
@ Memoryless strategies for both players can be effectively computed

Winning Strategy for Player 1 = Optimal Observer J

NICTA, Canberra (October 2009) Fault Diagnosis with Dynamic Observers 26 /30



Results for Problem 2

Problem 2: Bounded Cost Observer

Input: A,k € Nand c € N.
Problem: Assume A is (Z, k)-diagnosable,

(A). Is there an observer Obs s.t. A is (Obs k)-diagnosable and
Cost,(0Obs)<c?

(B). If “yes", compute a witness observer Obs with Cost,(Obs) < c.
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Results for Problem 2

Problem 2: Bounded Cost Observer

Input: A,k € Nand c € N.
Problem: Assume A is (Z, k)-diagnosable,

(A). Is there an observer Obs s.t. A is (Obs k)-diagnosable and
Cost,(0Obs)<c?

(B). If “yes", compute a witness observer Obs with Cost,(Obs) < c.

Solution to Problem 2

Q@ Compute the most permissive observer O

© Build a weighted graph game: O x A

© Use Zwick & Paterson's algorithm to compute the value of the game
© Compare ¢ to the value of the game
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(A). Is there an observer Obs s.t. A is (Obs k)-diagnosable and
Cost,(0Obs)<c?

(B). If “yes", compute a witness observer Obs with Cost,(Obs) < c.

Solution to Problem 2
Q@ Compute the most permissive observer O
© Build a weighted graph game: O x A

© Use Zwick & Paterson's algorithm to compute the value of the game

© Compare ¢ to the value of the game

Theorem ([TASE07))
Problem 2 can be solved in 2EXPTIME.
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Results for Problem 2

Problem 2: Bounded Cost Observer

Input: A,k € Nand c € N.
Problem: Assume A is (Z, k)-diagnosable,

(A). Is there an observer Obs s.t. A is (Obs k)-diagnosable and
Cost,(0Obs)<c?

(B). If “yes", compute a witness observer Obs with Cost,(Obs) < c.

Solution to Problem 2
Q@ Compute the most permissive observer O
© Build a weighted graph game: O x A

© Use Zwick & Paterson's algorithm to compute the value of the game

© Compare ¢ to the value of the game

Theorem ([TASE07))

Problem 2 can be solved in 2EXPTIME.
An optimal observer can be computed in 2EXPTIME.
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Conclusion & Future Work

Results:
@ Long version in [FT'08], short version in [WODES'08]
@ Dynamic observers for bounded diagnosis (k-diagnosability)

@ Computation of the most permissive observer [ACSD'07]
@ Cost & computation of the cost of dynamic observers
@ Existence of a finite optimal dynamic observer [TASE'07]
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Recent Work
@ Security problem: opacity with dynamic obervers [ATVA'09]
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Conclusion & Future Work
Results:
@ Long version in [FT'08], short version in [WODES'08]
@ Dynamic observers for bounded diagnosis (k-diagnosability)

@ Computation of the most permissive observer [ACSD'07]
@ Cost & computation of the cost of dynamic observers
@ Existence of a finite optimal dynamic observer [TASE'07]

Recent Work
@ Security problem: opacity with dynamic obervers [ATVA'09]

Future Work:

@ Exact complexity of Problem 2
(less than 2EXPTIME, completeness ??)

@ Solution to Generalised Problem 2 (delay k unknown)
@ Implement the algorithms
@ Extend to timed automata
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