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Fault Diagnosis for Discrete Event Systems
a b

£ > >OO €

Given:
@ A finite automaton A over Y&f = ¥ U {g, f}

@ f is the fault action, ¥ is the set of observable events
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@ f is the fault action, ¥ is the set of observable events
Notations:

@ Faulty,, (A): k-faulty runs that contain f followed by > k actions
@ NonFaulty(A): Non faulty runs that contain no f
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Fault Diagnosis for Discrete Event Systems
a b

. o—2 D
a
Goal: detect a fault at most
k steps after it has occurred
b €

Given:
@ A finite automaton A over Y&f = ¥ U {g, f}

@ f is the fault action, ¥ is the set of observable events
Notations:
@ Faulty,, (A): k-faulty runs that contain f followed by > k actions
@ NonFaulty(A): Non faulty runs that contain no f
Fault diagnosis in discrete-time: given k, and observable events X
@ never raise an alarm on non-faulty runs
@ always raise an alarm on k-faulty runs
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Fault Diagnosis for Dense-Time Systems
a,x<¢3

f,x>1

Goal: detect a fault at most
A time units after it has occurred

a,x¢l1

Given:
@ A timed automaton with continuous variables A over Y&f =3 U {¢, f}

@ f is the fault action, ¥ is the set of observable events
Notations:
@ Faulty,s(A): A-faulty runs that contain f followed by > A time units
@ NonFaulty(A): Non faulty runs (contain no f)
Fault diagnosis in dense-time: given A, and observable events ¥
@ never raise an alarm on non-faulty runs
@ always raise an alarm on A-faulty runs
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Diaghosability Problems

trace(p) = trace of the run p (a word in (X U {¢, f})*)
Ty (frace(p)) = projection of the trace on observable events
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Diagnosability Problems
trace(p) = trace of the run p (a word in (T U {c,f})*)
Ty (frace(p)) = projection of the trace on observable events
Definition (k-diagnoser)
A mapping D : X* — {0,1} is a k-diagnoser for A if:
@ for each run p € NonFaulty(A), D(ms(trace(p))) = O;
@ for each run p € Faulty, (A), D(mz(trace(p))) = 1.
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Diagnosability Problems
trace(p) = trace of the run p (a word in (T U {c,f})*)
Ty (frace(p)) = projection of the trace on observable events
Definition (k-diagnoser)
A mapping D : X* — {0,1} is a k-diagnoser for A if:
@ for each run p € NonFaulty(A), D(ms(trace(p))) = O;
@ for each run p € Faulty, (A), D(mz(trace(p))) = 1.

k-Diagnosability Problem
Given A and k € N, is there a k-diagnoser for A?

Diagnosability Problem
Given A, is there a k € N s.t. A is k-diagnosable ?

Dense-time version defined using timed words, and timed languages
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Examples

¢ > YOr_ ) €

a 1-diagnosable ?

2-diagnosable ?

ATVA'2010, Singapore (September 2010) The Complexity of Codiagnosability



Examples

¢ > YOr_ ) €

a 1-diagnosable ? No

2-diagnosable ?

ATVA'2010, Singapore (September 2010) The Complexity of Codiagnosability



Examples

¢ > YOr_ ) €

a 1-diagnosable ? No

2-diagnosable ? Yes

ATVA'2010, Singapore (September 2010) The Complexity of Codiagnosability



Examples

£ > >OQ €

a 1-diagnosable ? No

2-diagnosable ? Yes

2-diagnosable ?

1-diagnosable ?

ATVA'2010, Singapore (September 2010) The Complexity of Codiagnosability



Examples

£ > >OQ €

a 1-diagnosable ? No

2-diagnosable ? Yes

2-diagnosable ? Yes

1-diagnosable ?

ATVA'2010, Singapore (September 2010) The Complexity of Codiagnosability



Examples

£ > >OQ €

a 1-diagnosable ? No

2-diagnosable ? Yes

2-diagnosable ? Yes
1-diagnosable ? No
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Results for the Diagnosis Problems

Diagnosis Problems
@ k-diagnosability (DES) or A-diagnosability (TA)
@ Diagnosability: 3k s.t. a system is k-diagnosable ?
@ Optimal Delay: compute the minimim k
@ Synthesis Problem: compute a diagnoser
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Results for the Diagnosis Problems

Diagnosis Problems
@ k-diagnosability (DES) or A-diagnosability (TA)
@ Diagnosability: 3k s.t. a system is k-diagnosable ?
@ Optimal Delay: compute the minimim k
@ Synthesis Problem: compute a diagnoser

Results
Discrete Event Systems

k-diagnosability diagnosability ~ Optimal Delay Synthesis

PTIME PTIME PTIME
[Yoo 2002] [Yoo 2002] [Yoo 2002] [SEXPEAII;E%]
[Jiang 2001] [Jiang 2001] [Jiang 2001] ampa

Timed Systems (Timed Automata)
A-diagnosability ~ diagnosability ~ Optimal Delay Synthesis

PSPACE-C. PSPACE-C. PSPACE 2EXPTIME-C.
[Tripakis 2002] [Tripakis 2002] [C. 2009] [Bouyer 2005]
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Fault Codiagnosis

Decentralized Fault Diagnosis
@ Generalization of diagnosability for decentralized architectures
@ local observations + coordination
(a coordinator can compute a result from distributed information)
@ Various notions of decentralized architectures [Debouk 2000]
@ Codiagnosability: no communication between local observers
= each fault can be detected by at least one local observer
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Fault Codiagnosis

Decentralized Fault Diagnosis
@ Generalization of diagnosability for decentralized architectures
@ local observations + coordination
(a coordinator can compute a result from distributed information)
@ Various notions of decentralized architectures [Debouk 2000]
@ Codiagnosability: no communication between local observers
= each fault can be detected by at least one local observer

(Lack of) Results
Discrete Event Systems

k-codiagnosability ~ Codiagnosability ~Optimal Delay ~ Synthesis

EXPTIME
[Wang 2007]

?? 2? ??

Timed Systems (Timed Automata)
A-codiagnosability  Codiaghosability Optimal Delay ~ Synthesis
?? ?? ?? ??
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Our Contribution

Caracterization of Codiagnosability
@ generalize DES condition for diagnosability to codiagnosability
@ extend to timed systems (fimed automata)

Codiagnosability Problems

Q settle exact complexity of codiagnosis problems for DES
e.g., PSPACE-C. vs EXPTIME for Codiagnosability
@ address codiagnosis problems for TA and settle complexity
Synthesis Problem

@ For DES: easy extension of earlier results for DES [Sampath 1995]

@ for TA: two problems depending on the resources of the diagnoser

» unbounded: easy extension of “diagnosis” result [Tripakis 2002]
» bounded: extension of result in [Bouyer 2005]
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Codiagnosers & Codiagnhosis Problems

A: timed automaton over the alphabet ¥, ¢ AeN
€ = ()1 a family of subsets of ¥
TW*(Z;) timed words over X eg.,al32bma457: -

Definition ((A, £)-Codiagnoser)

A (A, €)-codiagnoser for A is a mappingTﬁ = (D1, -+, Dn) with
Di : TW*(Zi) — {0, 1} such that:

@ for each ¢ € NonFaulty(A), Z?ZIB[i 1(mi(trace(e))) = O,
@ for each ¢ € Faulty,,(A), Zf‘le))[i](n.-(‘rr‘ace(g))) >1.

Codiagnosis Problems

Q (A, £)-codiagnosability: is there any (A, £)-codiagnoser for A ?

Q@ £-codiagnosability: is there any A € N s.t. A is (A, €)-codiaghosable ?
© Optimal delay: what is the minimum A ?

© Synthesis: can we compute a codiagnoser ?
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Necess. & Sufficient Condition for ~ diagnosability

Tty projection on ¥

Necessary and Sufficient Condition for Diagnosability
A is not (A, XY)-diagnosable if and only if 3o € Faulty,A(A) and

30’ € NonFaulty(A)s.t. ms(trace(g)) = ms(trace(o’))
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Tty projection on ¥

Necessary and Sufficient Condition for Diagnosability
A is not (A, XY)-diagnosable if and only if 3o € Faulty,A(A) and

30’ € NonFaulty(A)s.t. ms(trace(g)) = ms(trace(o’))

Language-based characterization of diagnosability

Faulty]A“*(A) N NonFaulty™*(A) = &
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Necess. & Sufficient Condition for Codiagnosability

Tty projection on ¥
m; projection on ¥
T (w) = {w € TW*(Z) | mi(w’) = w} (inverse projection)
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A is not (A, £)-codiagnosable if and only if Jo € Faulty,,(A) and
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A is not (A, £)-codiagnosable if and only if Jo € Faulty,,(A) and

V1<i<n,3g; € NonFaulty(A)s.t. mi(trace(g)) = mi(trace(gi))

Language-based characterization of codiagnosability

Faulty/™*(A) N < At (n.-(NonFaulfy*"“e(A)))> p (NSC)

i=1
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Complexity of Codiagnosability
€ =(Zi).1<i<nafamily of subsets of ¥
(A, £)-Codiagnosability

Input: a timed automaton A, A € N
Problem: Is A (A, £)-Codiaghosable ?

Size of input: |A| +log A+>"  |Zi| < |Al +logA+n- ||
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Complexity of Codiagnosability
€ =(Zi).1<i<nafamily of subsets of ¥
(A, £)-Codiaghosability

Input: a timed automaton A, A € N
Problem: Is A (A, £)-Codiagnosable ?

Size of input: |A| +log A+> ", |3l < |Al +logA+n-|Z|

Solution: Check condition (NSC) J

Faul,fyfr'ace(A) m < ﬁ ,,Tifl (TT.'(NOHFGUHYTFGCZ(A)))) —
i=1

Algorithm

Q Build Ar s.t. L(A?) =} (m (NonFauITy"“e(A)))
@ Check emptiness of A*mce NATNASN-NA;
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Complexity of Codiagnosability
€ =(Zi).1<i<nafamily of subsets of ¥
(A, £)-Codiagnosability

Input: a timed automaton A, A € N
Problem: Is A (A, £)-Codiaghosable ?

Size of input: |A| +log A+>"  |Zi| < |Al +logA+n- ||

Solution: Check condition (NSC) J

Faulfy:Xm(A) ﬂ( (n] m! (n;(NonFaquy"“e(A)))> =

i=1

(A, €)-Codiagnosability reduces to intersection emptiness for TA J
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Complexity of Codiagnosability (cont'd)

Theorem (Intersection Emptiness for TA)
For (Ai)wixn, checking whether NI, £*(A;) = @ is PSPACE-complete.

Hardness: N_,£*(A;) = @ ? PSPACE-hard for Deterministic Finite
Automata wher‘e only A has a set of accepting states
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Complexity of Codiagnosability (cont'd)

Theorem (Intersection Emptiness for TA)
For (Ai)wixn, checking whether NI, £*(A;) = @ is PSPACE-complete.

Hardness: N_,£*(A;) = @ ? PSPACE-hard for Deterministic Finite
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For DFA, Intersection Emptiness reduces to codiagnosability J
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Complexity of Codiagnosability (cont'd)

Theorem (Intersection Emptiness for TA)
For (Ai)wixn, checking whether NI, £*(A;) = @ is PSPACE-complete. J

Hardness: N_,£*(A;) = @ ? PSPACE-hard for Deterministic Finite
Automata wher‘e only A has a set of accepting states

For DFA, Intersection Emptiness reduces to codiagnosability J

Theorem ((A, £ )-Codiagnosability)

(A, £)-Codiagnosability is PSPACE-complete for Timed Automata and
already PSPACE-hard for Deterministic Finite Automata.
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Theorem (Intersection Emptiness for TA)
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Hardness: N_,£*(A;) = @ ? PSPACE-hard for Deterministic Finite
Automata wher‘e only A has a set of accepting states

For DFA, Intersection Emptiness reduces to codiagnosability J

Theorem ((A, £ )-Codiagnosability)

(A, £)-Codiagnosability is PSPACE-complete for Timed Automata and
already PSPACE-hard for Deterministic Finite Automata.

Theorem (£-Codiagnosability)

£-Codiagnosability is PSPACE-complete for Timed Automata and already
PSPACE-hard for Deterministic Finite Automata.
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Optimal Delay and Synthesis
Optimal Delay

Theorem (Optimal Delay)
Optimal Delay can be computed in PSPACE for FA and TA. J
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Optimal Delay and Synthesis
Optimal Delay

Theorem (Optimal Delay)
Optimal Delay can be computed in PSPACE for FA and TA. J

Synthesis of Codiagnosers
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Optimal Delay and Synthesis
Optimal Delay

Theorem (Optimal Delay)
Optimal Delay can be computed in PSPACE for FA and TA. J

Synthesis of Codiagnosers

@ Discrete Event Systems: generalization of [Sampath 1995]

» determinize automata B;, 1< i< n accepting mi(Faulty,, (A))
» codiagnoser of exponential size
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Optimal Delay

Theorem (Optimal Delay)
Optimal Delay can be computed in PSPACE for FA and TA. J

Synthesis of Codiagnosers

@ Discrete Event Systems: generalization of [Sampath 1995]
» determinize automata B;, 1< i< n accepting mi(Faulty,, (A))
» codiagnoser of exponential size

@ Timed Automata: generalization of [Tripakis 2002]

» for each 1<i<n, compute on-the-fly the states estimate E; of A after
reading m(w) for w € TW*(A)

» if each state in E; is faulty output 1, otherwise output O

» Codiaghoser is a Turing Machine
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Optimal Delay and Synthesis
Optimal Delay

Theorem (Optimal Delay)
Optimal Delay can be computed in PSPACE for FA and TA. J

Synthesis of Codiagnosers

@ Discrete Event Systems: generalization of [Sampath 1995]

» determinize automata B;, 1< i< n accepting mi(Faulty,, (A))
» codiagnoser of exponential size

@ Timed Automata: generalization of [Tripakis 2002]

» for each 1<i<n, compute on-the-fly the states estimate E; of A after
reading m(w) for w € TW*(A)

» if each state in E; is faulty output 1, otherwise output O

» Codiaghoser is a Turing Machine

[Bouyer 2005]: Bounded Resources Synthesis Problem for diagnosis of TA

Is there a codiagnoser which is a tuple of DTA? J
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Fault Diagnosis with Deterministic TA  [Bouyer 2005]
A-DTA-Diagnosability = A-diagnosability + diagnoser is a DTA
Resources: number of clocks + maximal constant + granularity + alphabet
resource p = ({x,y},2,1,{a})

A-DTA-p-diagnosability

Input: A timed automaton A, A € N, resource .
Problem: Is there any DTA D of resource p s.t. A is (A, D)-diagnosable ?

v

Theorem ([Bouyer 2005])
A-DTA-p-diagnosability is 2EXPTIME-complete.
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Fault Diagnosis with Deterministic TA  [Bouyer 2005]
A-DTA-Diagnosability = A-diagnosability + diagnoser is a DTA
Resources: number of clocks + maximal constant + granularity + alphabet
resource p = ({x,y},2,1,{a})

A-DTA-p-diagnosability

Input: A timed automaton A, A € N, resource .

Problem: Is there any DTA D of resource p s.t. A is (A, D)-diagnosable ?

v

Theorem ([Bouyer 2005])
A-DTA-p-diagnosability is 2EXPTIME-complete.

A-DTA-{i-Codiagnosability
Input: a TA A, A € N, and a family of resources i = (1)1 With 3; C ¥.
N
Problem: Is there any codiagnoser D = (D1,D2, -+ ,Dn) with D; € DTA,,
—
s.t. Ais (A, D)-codiagnosable ?
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Synthesis of a DTA Codiagnoser

Algorithm [Bouyer 2005]
@ Construct a two-player game finite game G,4 o ,, (region graph)
© Define a set of Bad states:

Bad is reachable <= A is not A-DTA-u-diagnosable J

© Solve safety game "Avoid Bad”
© The most permissive winning strategy = set of all DTA-u diagnosers
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Synthesis of a DTA Codiagnoser
Algorithm [Bouyer 2005]

@ Construct a two-player game finite game G,4 o ,, (region graph)

© Define a set of Bad states:

© Solve safety game “Avoid Bad"

@ The most permissive winning strategy = set of all DTA-u diagnosers
Synthesis for Codiagnosability

@ Construct n two-player games ' (corresponding to 6, , )

@ Define the set of Bad; states
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Synthesis of a DTA Codiagnoser

Algorithm [Bouyer 2005]
@ Construct a two-player game finite game G,4 o ,, (region graph)
© Define a set of Bad states:
© Solve safety game “Avoid Bad"

@ The most permissive winning strategy = set of all DTA-u diagnosers
Synthesis for Codiagnosability

@ Construct n two-player games ' (corresponding to 6, , )
@ Define the set of Bad; states
Lemma

Ais (A,T)))-codiagnosable iff there is a tuple of sTr'aTegies_f) s.t.

(1) Vicis n,—f>[i] is state-based on the game &', and

If S = Ias’r(nz.(w),f.-(Gi)), 1<i<n,
2 T .
(2) vweTr(4) {Then Jl<jen, s.t. S; & Bad;
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Summary of the Results

Discrete Event Systems

A-codiagnosability  Codiagnosability ~Optimal Delay ~ Synthesis

PSPACE-C.
(EXPTIMET)

PSPACE-C. PSPACE EXPTIME

PTIME* PTIME PTIME EXPTIME

Timed Systems (Timed Automata)
A-codiagnosability  Codiagnosability ~Optimal Delay ~ Synthesis
PSPACE-C. PSPACE-C. PSPACE 2EXPTIME-C.

PSPACE-C. PSPACE-C. PSPACE 2EXPTIME-C.

T Best known upper bound
* Corresponding diagnosis problems
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Proof of Theorem 6

Intersection Emptiness for DFA

Input: n deterministic finite automata A;,1<i<n, over the alphabet ¥.
Problem: Check whether N, L*(A;) = @.

Theorem ([Kozen 1977])
IE is PSPACE-hard even if in Az, , A, all the states are accepting.
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Proof of Theorem 6

Intersection Emptiness for DFA

Input: n deterministic finite automata A;,1<i<n, over the alphabet ¥
Problem: Check whether NI_, L*(A;) = @.

Reduction:
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