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Abstract

We study sensor minimization problems in the context of fault diag-
nosis. Fault diagnosis consists in synthesizing a diagnoser that observes
a given plant and identifies faults in the plant as soon as possible af-
ter their occurrence. Existing literature on this problem has considered
the case of static observers, where the set of observable events does not
change during execution of the system. In this paper, we consider static
as well as dynamic observers, where the observer can “switch” sensors on
or off, thus dynamically changing the set of events it wishes to observe.
It is known that checking diagnosability (whether an observer capable of
identifying faults exists) can be solved in polynomial time for static ob-
servers, and we show that the same is true for dynamic ones. On the
other hand, minimizing the number of (static) observable events required
to achieve diagnosability is NP-complete. We show that this is true also
in the case of mask-based observation, where some events are observable
but not distinguishable. For dynamic observers, we prove that a most
permissive observer can be computed in doubly exponential time, using a
game-theoretic approach. We further investigate optimization problems
for dynamic observers and define a notion of cost of an observer. Finally
we show how to compute an optimal observer.

1 Introduction

Monitoring, Testing, Fault Diagnosis and Control. Many problems con-
cerning the monitoring, testing, fault diagnosis and control of discrete event sys-
tems (DES) can be formalized by using finite automata over a set of observable
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events X, plus a set of unobservable events [9, 12]. The invisible actions can often
be represented by a single unobservable event £. Given a finite automaton over
¥ U {e} which is a model of a plant (to be monitored, tested, diagnosed or con-
trolled) and an objective (good behaviours, what to test for, faulty behaviours,
control objective) we want to check if a monitor/tester/diagnoser/controller ex-
ists that achieves the objective, and if possible to synthesize one automatically.

The usual assumption in this setting is that the set of observable events
is fixed (and this in turn determines the set of unobservable events as well).
Observing an event usually requires some detection mechanism, i.e., a sensor of
some sort. Which sensors to use, how many of them, and where to place them
are some of the design questions that are often difficult to answer, especially
without knowing what these sensors are to be used for.

In this paper we study problems of sensor minimization. These problems
are interesting since observing an event can be costly in terms of time or en-
ergy: computation time must be spent to read and process the information
provided by the sensor, and power is required to operate the sensor (as well
as perform the computations). It is then essential that the sensors used really
provide useful information. It is also important for the computer to discard any
information given by a sensor that is not really needed. In the case of a fixed
set of observable events, it is not the case that all sensors always provide useful
information and sometimes energy (sensor operation and computer treatment)
is spent for nothing. For example, to diagnose a fault in the system described
by the automaton B, Figure 4, an observer only has to watch event a, and when
a has occurred, to watch event b: if the sequence a.b occurs, for sure a fault has
occurred and the observer can raise an alarm. It is then not useful to switch on
sensor b before an a has occurred.

Sensor Minimization and Fault Diagnosis. We focus our attention on
sensor minimization, without looking at problems related to sensor placement,
choosing between different types of sensors, and so on. We also focus on a
particular observation problem, that of fault diagnosis. We believe, however,
that the results we obtain are applicable to other contexts as well.

Fault diagnosis consists in observing a plant and detecting whether a fault
has occurred or not. We follow the discrete-event system (DES) setting of [10]
where the behavior of the plant is known and a model of it is available as a
finite-state automaton over ¥ U {e, f} where ¥ is the set of observable events,
€ represents the unobservable events, and f is a special unobservable event
that corresponds to the faults. Checking diagnosability (whether a fault can
be detected) for a given plant and a fized set of observable events can be done
in polynomial time [10, 13, 6]. (Notice that synthesizing a diagnoser involves
determinization in general, thus cannot be done in polynomial time.)

We examine sensor optimization problems with both static and dynamic
observers. A static observer always observes the same set of events, whereas a
dynamic observer can modify the set of events it wishes to observe during the
course of the plant execution (this could be implemented by switching sensors



on and off in order to save energy, for example).

In the static observer case, we consider both the standard setting of observ-
able/unobservable events as well as the setting where the observer is defined
as a mask which allows some events to be observable but not distinguishable
(e.g., see [2]). Our first contribution is to show that the problems of minimizing
the number of observable events (or distinct observable outcomes in case of the
mask) are NP-complete. Membership in NP can be easily derived by reduc-
ing these problems to the standard diagnosability problem, once a candidate
minimal solution is chosen non-deterministically. NP-hardness can be shown
using reductions of well-known NP-hard problems, namely, clique and coloring
problems in graphs.

In the dynamic observer case, we assume that an observer can decide after
each new observation the set of events it is going to watch. As a second contri-
bution, we provide a definition of the dynamic observer synthesis problem and
then show that computing a dynamic observer for a given plant, can be reduced
to a game problem. We further investigate optimization problems for dynamic
observers and define a notion of cost of an observer. Finally we show how to
compute an optimal observer.

Related work. NP-hardness of finding minimum-cardinality sets of observ-
able events so that diagnosability holds under the standard, projection-based
setting has been previously reported in [13]. Our result of section 3 can be
viewed as an alternative shorter proof of this result. Masks have not been con-
sidered in [13]. As we show in section 4 a reduction from the mask version of
the problem to the standard version is not straightforward. Thus the result in
section 4 is useful and new.

The complexity of finding “optimal” observation masks, i.e. a set that cannot
be reduced, has been considered in [7] where it was shown that the problem is
NP-hard for general properties. [7] also shows that finding optimal observation
masks is polynomial for “mask-monotonic” properties where increasing the set
of observable (or distinguishable) events preserves the property in question.
Diagnosability is a mask-monotonic property. Notice that optimal observation
masks are not the same as minimum-cardinality masks that we consider in our
work.

In [4], the authors investigate the problem of computing a minimal-cost
strategy that allows to find a subset of the set of observable events s.t. the system
is diagnosable. It is assumed that each such subset has a known associated cost,
as well as a known a-priori probability for achieving diagnosability.

To our knowledge, the problems of synthesizing dynamic observers for di-
agnosability, studied in Section 5, have not been addressed previously in the
literature.

Organisation of the paper. In Section 2 we fix notation and introduce finite
automata with faults to model DES. In Section 3 we show NP-completeness of
the sensor minimization problem for the standard projection-based observation



setting. In Section 4 we show NP-completeness of the sensor minimization prob-
lem for the mask-based setting. In Section 5 we introduce and study dynamic
observers. We define dynamic observers and show that the most permissive
dynamic observer can be computed as the strategy in a safety 2-player game.

We also define a notion of cost for dynamic observers and show that the cost
of a given observer can be computed using Karp’s algorithm. Finally, we define
the optimal-cost observer synthesis problem and show it can be solved using
Zwick and Paterson’s result on graph games.

2 Preliminaries

2.1 Words and Languages

Let ¥ be a finite alphabet and ¥ = ¥ U {e}. £* is the set of finite words over
3 and contains € which is also the empty word. A language L is any subset of
¥ 30t =¥*\ {e}. Given two words p, p’ we denote p.p’ the concatenation of p
and p’ (which is defined in the usual way). |p| stands for the length of the word
p and |p|, with A € ¥ stands for the number of occurrences of X in p.

Ifp=a1--a, € X*and 0 < i < |p|, we let p(i) = a1 - - a; be the prefix of
p up to a; (p(0) = ¢).

Given ¥; C ¥, we define the projection 75, : ¥* — ¥] by: 7/5,(¢) = ¢
and for a € ¥, p € ¥*, /5, (a.p) = a.m/s, (p) if a € ¥ and 75, (p) otherwise.

Let f & X° be a fresh letter that corresponds to the fault action. We use
the notations: Y5/ = XU {f}, ¥/ = S U {f}. A word p = p;.f.p2 is k-faulty
if |p2| > k. A word p is faulty if it is k-faulty for k € N. Otherwise it is non
faulty.

2.2 Finite Automata

An automaton A is a tuple! (Q, qo, £57, —) with Q a set of states, gy € @ the

initial state, =C Q x %57 x @ the transition relation. We write ¢ 2, q if

(g, \,q') € —. We let en(q) be the set of enabled labels a in 3 s.t. there is some

¢ with ¢ % ¢/. If Q is finite A is a finite automaton. A run p of A from state
. . M Az An

s is a sequence of transitions s) —— §1 — Sg - - Sp_1 —— S, S.t. Ay € v S

and sg = s. The set of runs from s in A is denoted Runs(s, A) and we define

Runs(A) = Runs(qo, A).

The trace of the run p, denoted tr(p), is the word obtained by concatenating
the symbols \; appearing in p, for those ); different from . A word w is accepted
by A if w = ¢r(p) for some p € Runs(A). The language L(A) of A is the set of
words accepted by A. A run p of A is faulty if ¢r(p) is a faulty word. Otherwise
it is non faulty. We define Faulty(A) C (X/)* to be the set of faulty words
accepted by A and the non faulty words are the complement: NonFaulty(A) =

n this paper we only use finite automata that generate prefix-closed languages, hence we
do not need to use a set of final or accepting states.



L(A) \ Faulty(A). For k € N, Faulty-, (A) is the set of k-faulty words of L(A).
It follows that Faulty ., (A) C Faultys,(A) C -+ C Faulty>,(A) = Faulty(A).
We assume that each run of A of length n can be extended into a run of
length n+1. This is required for technical reasons and can be achieved by adding
¢ loop transitions to each deadlock state of A. Notice that this transformation
does not change the observations produced by the plant, thus, any observer
synthesized for the transformed plant also applies to the original one.

2.3 Product of Automata

Let A1 = (Q1,43,%1,—1) and Ay = (Qa2,q3, X2, —2). The product of A; and
As is the automaton Ay x Ay = (Q, qo, 2, —) where:

o ) =Q1 % Q2
e g0 = (45, 45)-
e Y =231 U,

—C Q x X x Q is defined by (q1,q2) = (41, ¢5) if:

— either 0 € %;\ ¥3_; and ¢; =, ¢/ and ¢§_, = g3—; or
—0eX Ny and g S qp for k=1,2.

3 Sensor Minimization with Static Observers

In this section we address the sensor minimization problem for static observers.
We point out that the result in this section was already obtained in [13] and
we only give here an alternative shorter proof. We are given a finite automaton
A=(Q,qo, %%, —). We want to decide whether there is a subset ¥, C ¥ such
that the faults can be detected by observing only events in X,. Moreover, we
would like to find an “optimal” such X,.

A diagnoser is a device that observes the plant and raises an “alarm” when-
ever it detects a fault. We allow the diagnoser to raise an alarm not necessarily
immediately after the fault occurs, but possibly some time later, as long as this
time is bounded by some k € N, where N is the set of non-negative integers. We
model time by counting the “moves” the plant makes (including observable and
unobservable ones). More If the system generates a word p but only a subset
¥, C ¥ is observable, the diagnoser can only see 7 /5, (p).

Definition 1 ((2,, k)-Diagnoser) Let A be a finite automaton over 5/ | k €
N, ¥, € X. A mapping D : ¥ — {0,1} is a (., k)-diagnoser for A if:

e for each p € NonFaulty(A), D(w /s, (p)) =0,
e for each p € Faultys; (A), D(w /s, (p)) = 1. |



Ais (%, k)-diagnosable if there is a (2,, k)-diagnoser for A. A is ¥,-diagnosable
if there is some k € N s.t. A is (3,, k)-diagnosable.

Example 1 Let A be the automaton shown on Fig. 1. The run with one action
[ is in Faultyso(A), the run f.a is in Faultys,(A) and a.* is in NonFaulty(A).
A is neither {a}-diagnosable, nor {b}-diagnosable. This is because, for any k,

e

a
o————>0

7

e
Figure 1: The automaton A

the faulty run f.a.b.e® gives the same observation as the non-faulty run a.e®
(in case a is the observable event) or the mon-faulty run b.e® (in case b is the
observable event). Consequently, the diagnoser cannot distinguish between the
two no matter how long it waits. If both a and b are observable, however, then
we can define: D(a.b.p) =1 for any p € {a,b}* and D(p) = 0 otherwise. D is
a ({a,b},2)-diagnoser for A.

For given A and X, it is known how to check diagnosability and build a diagnoser
(e.g., see [10]). Checking whether A is ¥,-diagnosable can be done in polynomial
time in the size of A, more precisely in O(|A|?). Computing the minimum
k s.t. Ais (X,, k)-diagnosable can be done in O(|A|?). Moreover in case A
is ¥,-diagnosable, there is a diagnoser D that can be represented by a finite
automaton. Computing this finite automaton is in O(2/4!). Algorithms for
solving these problems are given in appendix A. These algorithms use the fact
that A is (X, k)-diagnosable iff

7 sz, (Faultys , (A)) N7 /5, (NonFaulty(A)) = 0 (1)

or in other words, there is no pair of runs (p1,p2) with p1 € Faultys,(4),
p2 € NonFaulty(A) s.t. p1 and ps give the same observations on X,,. -

In this section we address the problem of finding a set of observable events
¥, that allows faults to be detected. We would like to detect faults using as few
observable events as possible.

Problem 1 (Minimum Number of Observable Events)
INPUT: A, n €N s.t. n < |X].
PROBLEMS:

(A) Is there any ¥, C X with |X,| = n, such that A is ¥,-diagnosable ?

(B) If the answer to (A) is “yes”, find the minimum ng such that there exists
¥, C X with |X,| = no and A is ¥,-diagnosable.



If we know how to solve Problem 1(A) efficiently then we can also solve
Problem 1(B) efficiently: we perform a binary search over n between 0 and
||, and solve Problem 1(A) for each such n, until we find the minimum ng for
which Problem 1(A) gives a positive answer.” Unfortunately, Problem 1(A) is
a combinatorial problem, exponential in |X|, as we show next.

Theorem 1 Problem 1(A) is NP-complete.

Proof: Membership in NP is proved using the result in appendix A: if we guess
a solution X, we can check that A is 3,-diagnosable in time polynomial in |A|.
Here we provide the proof of NP-hardness by giving a reduction of the n-clique
problem. Let G = (V, E) be a (undirected) graph where V is set of vertices and
E CV xV is aset of edges (we assume that (v,v') € E < (v',v) € E). A
clique in G is a subset V' C V such that for all (v,v") € V', (v,v') € E. The
n-clique problem asks the following: determine whether G contains a clique of
n vertices.

The reduction is as follows. Given G, we build a finite automaton Ag such
that there is a n-clique in G iff Ag is X,-diagnosable, where |3\ X,| = n. Notice
that since ¥, C X, |\ X,| = n is equivalent to |X,| = |X| — n. Thus, there is a
n-clique in G iff n events from ¥ do not need to be observed i.e. iff Problem 1(A)
gives a positive answer for || — n.

Starting from G we define ¥ = V. Then we define Ag as shown in Fig. 2:
qo is the initial state and the “branches” f.a.b, f.a’.b/, --- are obtained from
the pairs of nodes (a,b),(a’,V’), - that are not linked with an edge in G:
(a,b),(a’,b), - & E.

3

: b ()

—- ) —M8MM0——>0—————>0

3

Figure 2: The automaton Ag

If part. Assume Problem 1(A) gives a positive answer for |X| —n. This means
that there exists ¥, C ¥ such that |X,| = |X| —n, or |X\ X,| = n, and Ag is
Y ,-diagnosable. Then we claim that C = X\ X, is a clique in G. Assume C is
not a clique. Then there must be some {a,b} C C such that (a,b) ¢ E. By the
construction of Fig. 2, there is a branch f.a.b in Ag and thus both p = ¢ and

2Notice that knowing ng does not imply we know the required set of observable events
30! We can find (one of the possibly many) ¥, by searching over all possible subsets ¥, of ¥
of size ng (there are C(|X],ng) such combinations) and check for each such ¥, whether A is
Yo-diagnosable, using the methods described in Appendix A.



p' = f.a.b.e® are runs of Ag, for any k. As {a,b} C C, {a,b} NY, = ) and the
observation of both runs p and p’ is €, no diagnoser exists that can distinguish
between the two runs, for any k.

Ounly if part. Assume there exists a n-clique in G. Let 3, = X\ C. We claim
that Ag is (3,,2)-diagnosable (thus also ¥,-diagnosable). Suppose not. Then
there exist two runs p and p’ such that p’ € NonFaulty(Ag) and p = p1.f.p2, and
lp2| =2, and 75, (p) = 7/, (p'). Then, p must be of the form p = f.a.b.¥,
with (a,b) ¢ E. Also, the only way p’ can be non faulty is p’ = €. Then
s, (p') = € = s, (p), thus, both a and b must be non-observable, thus
{a,b} N2, = 0 which entails {a,b} C C. This implies that (a,b) € E which is
a contradiction. ]

4 Sensor Minimization with Masks

So far we have assumed that observable events are also distinguishable. However,
there are cases where two events a and b are observable but not distinguishable,
that is, the diagnoser knows that a or b occurred, but not which of the two.
This is not the same as considering a and b to be unobservable, since in that
case the diagnoser would not be able to detect occurrence of a or b.
Distinguishability of events is captured by the notion of a mask.

Definition 2 (Mask) A mask (M,n) over ¥ is a total, surjective function
M:¥—{1,---,n}uU{e}. ]

M induces a morphism M* : ¥* — {1,--- ,n}*. For example, if ¥ =
{a,b,¢,d}, n =2 and M(a) = M(b) =1, M(c) = 2, M(d) = ¢, then we have
M*(a.b.cb.d) =1.1.2.1 = M*(a.a.d.c.a).

Definition 3 ((M,n), k)-diagnoser) Let (M,n) be a mask over . A mapping
D:{1,---,n}*—{0,1} is a ((M,n), k)-diagnoser for A if:

e for each p € NonFaulty(A), D(M*(p)) = 0;
e for each p € Faulty-(A), D(M*(p)) = 1. u

A is ((M,n), k)-diagnosable if there is a ((M,n), k)-diagnoser for A. A is
said to be (M,n)-diagnosable if there is some k such that A is ((M,n),k)-
diagnosable.

Given A and a mask (M,n), checking whether A is ((M,n)-diagnosable
can be done in polynomial time. In fact it can be reduced to checking 3,-
diagnosability of a modified automaton Ays, with 3, = {1,...,n}. Ay is ob-
tained from A by renaming the actions a € ¥ by M (a). It can be seen that A
is ((M,n)-diagnosable iff Aps is {1,--- ,n}-diagnosable. Also notice that A is
((M,n), k)-diagnosable iff M*(Faulty;(A)) N M*(NonFaulty(A)) = 0.

As in the previous section, we are mostly interested in minimizing the ob-
servability requirements while maintaining diagnosability. In the context of



diagnosis with masks, this means minimizing the number n of distinct outputs
of the mask M. We thus define the following problem:

Problem 2 (Minimum Mask)
INPUT: A, neN s.t. n <|X].
PROBLEM:

(A) Is there any mask (M,n) such that A is (M, n)-diagnosable ?

(B) If the answer to (A) is “yes”, find the minimum ng such that there is a
mask (M,no) such that A is (M, no)-diagnosable.

As with Problem 1, if we know how to solve Problem 2(A) efficiently we also
know how to solve Problem 2(B) efficiently: again, a binary search on n suffices.

We will prove that Problem 2 is NP-complete. One might think that this
result follows easily from Theorem 1. However, this is not the case. Obviously,
a solution to Problem 1 provides a solution to Problem 2: assume there exists
Y, such that A is (X,, k)-diagnosable and ¥, = {ay,...,a,}; define a mask
M :¥ — {1,--- ,n} such that M(a;) = ¢ and for any a € £\ Z,, M(a) = e.
Then, A is ((M,n), k)-diagnosable. However, a positive answer to Problem 2(A)
does not necessarily imply a positive answer to Problem 1(A), as shown by the
example that follows.

Example 2 Consider again the automaton A of Fig. 1. Let M(a) = M (b) = 1.
Then A is ((M,1),2)-diagnosable because we can build a diagnoser D defined
by: D(e) = 0,D(1) = 0,D(1%.p) = 1 for any p € 1*. However, as we said
before, there is no strict subset of {a,b} that allows A to be diagnosed.®

Instead of using the previous result, we provide a direct proof of NP-hardness
of Problem 2.

Theorem 2 Problem 2 is NP-complete.

Proof: Membership in NP is again justified by the fact that checking whether
a guessed mask works can be done in polynomial time (it suffices to rename the
events of the system according to M and apply the algorithm of appendix A).
We show NP-hardness using a reduction of the n-coloring problem. The n-
coloring problem asks the following: given an undirected graph G = (V, E), is it
possible to color the vertices with colorsin {1,2,---,n} so that no two adjacent
vertices have the same color ?

Let G = (V,E) be an undirected graph. Let E = {e1,ea,--- ,€;} be the
set of edges with e¢; = (u;,v;). We let ¥ = V and define the automaton Ag as
pictured in Fig. 3. The initial state of Ag is qo.

We claim that G is n-colorizable iff Ag is (M, n)-diagnosable.

3 Note that automaton B of Fig. 4, although looking very similar to A, is not (M, 1)-
diagnosable.
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Figure 3: Automaton Ag for n-colorizability

If part. Assume Ag is (M, n)-diagnosable for n > 0. We first show that for
alli =1,...,5, M(u;) # ¢, M(v;) # ¢ and M(u;) # M(v;). For any k, we can
define p = vi.c.uy - - u;. fui.e® and p' = vi.euy - - - vi.e.u,. If either M(u;) = ¢
or M(v;) = e or M(u;) = M (v;) holds, then M*(m 5(p)) = M*(m/=(p’)). This
way for any k, there is a faulty run of length with more than k events after
the fault, and a non-faulty run which gives the same observation through the
mask. Hence A cannot be ((M,n), k)-diagnosable for any k and thus A is not
(M, n)-diagnosable which contradicts diagnosability of A.

Note that the above implies in particular that n > 1. We can now prove
that G is n-colorizable. Let C' be the color mapping defined by C(v) = M(v).
We need to prove that C(u;) # C(v;) for any (u;,v;) € E. This holds by
construction of Ag and the fact that M (u;) # M (v;) as shown above.

Only if part. Assume G is n-colorizable. There exists a color mapping
C:V — {1,2,--- ,n} st. if (v,v') € E then C(v) # C(v'). Define the
mask M by M(a) = C(a) for a € V. We claim that Ag is ((M,n),1)-
diagnosable (thus, also (M, n)-diagnosable). Assume on the contrary that Ag is
not ((M,n),1)-diagnosable. Then there exist two words p € Faulty-,(Aq) and
p' € NonFaulty(Ag) such that M (m/s(p)) = M (m(p')). As p is faulty it must
be of the form p = vi.c.uy - - - u;.f.v;.€F with 1 <4 < j and k > 0. Notice that
M (a) # e foralla € V. Therefore, M (m /5;(p)) = M (v1).M(u1) - - - M (u;).M (v;)
and |M(m/5(p))| = 2i. Consequently, |M (7w /5(p’))| = 2i. The only possible
such p" which is also non-faulty is p' = vi.e.uy -+ - v;.e.u;. Now, M(mw/5(p)) =
M (75 (p")), which implies M (v;) = M (u;) i.e. C(v;) = C(u;). But (us,v;) € E,
and this contradicts the assumption that C' is a valid coloring of G. [ ]

5 Sensor Minimization with Dynamic Observers

In this section we introduce dynamic observers. To illustrate why dynamic
observers can be useful consider the following example.

Example 3 (Dynamic Observation) Assume we want to detect faults in au-
tomaton B of Fig. 4. A static diagnoser that observes ¥ = {a, b} works, however,
no proper subset of ¥ can be used to detect faults in B. Thus the minimum car-
dinality of the set of observable events for diagnosing B is 2 i.e. a static observer

10



will have to monitor two events during the execution of the DES. If we want to
use a mask, the minimum-cardinality for a mask is 2 as well. This means that
an observer will have to be receptive to at least two inputs at each point in time
to detect a fault in B. One can think of being receptive as switching on a device
to sense an event. This consumes energy. We can be more efficient using a
dynamic observer, that only turns on sensors when needed, thus saving energy.
In the case of B, this can be done as follows: in the beginning we only switch on
the a-sensor; once an a occurs the a-sensor is switched off and the b-sensor is
switched on. Compared to the previous diagnosers we use twice as less energy.
Compared to the previous diagnosers we use twice as less energy.

%.$.4b.<) e
*‘o a .Q £

—>0

Figure 4: The automaton B

5.1 Dynamic Observers

We formalize the above notion of dynamic observation using observers. The
choice of the events to observe can depend on the choices the observer has made
before and on the observations it has made. Moreover an observer may have
unbounded memory.

Definition 4 (Observer) An observer Obs over ¥ is a deterministic labeled
automaton Obs = (S, s0, %, 0, L), where S is a (possibly infinite) set of states,
sg € S is the initial state, ¥ is the set of observable events, § : S x ¥ — S is
the transition function (a total function), and L : S — 2% is a labeling function
that specifies the set of events that the observer wishes to observe when it is at
state s. We require for any state s and any a € &, if a & L(s) then 6(s,a) = s:
this means the observer does not change its state when an event it chose not to
observe occurs. We use the notation §(sg,w) to denote the state s reached after
reading the word w and L(0(sg,w)) is the set of events obs observes after w. M

An observer implicitly defines a transducer that consumes an input event a € X
and, depending on the current state s, either outputs a (when a € L(s)) and
moves to a new state d(s,a), or outputs nothing or ¢, (when a ¢ L(s)) and
remains in the same state waiting for a new event. Thus, an observer defines a
mapping Obs from X* to X* (we use the same name “Obs” for the automaton
and the mapping). Given a run p, Obs(p) is the output of the transducer when it
reads p. It is called the observation of p by Obs. We next provide an example of
a particular case of observer which can be represented by a finite-state machine.
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Figure 5: A Finite-State Observer Obs

Example 4 Let Obs be the observer of Fig. 5. Obs maps the following in-
puts as follows: Obs(baab) = ab, Obs(bababbaab) = ab, Obs(bbbbba) = a and
Obs(bbaaa) = a. If Obs operates on the DES B of Fig 4 and B generates f.a.b,
Obs will have as input 7 /5(f.a.b) = a.b with ¥ = {a,b}. Consequently the
observation of Obs is Obs(w /s (f.a.b)) = a.

5.2 Fault Diagnosis with Dynamic Diagnosers

Definition 5 ((Obs, k)-diagnoser) Let Obs be an observer over £. A map-
ping D : ¥* — {0,1} is a (Obs, k)-diagnoser for A if (i) Vp € NonFaulty(A),
D(Obs(p)) =0 and (ii) Vp € Faulty-;(A), D(Obs(p)) = 1. |

A is (Obs, k)-diagnosable if there is an (Obs, k)-diagnoser for A. A is Obs-
diagnosable if there is some k such that A is (Obs, k)-diagnosable.

If a diagnoser always selects X as the set of observable events, it is a static
observer and (Obs, k)-diagnosability amounts to the standard (X, k)-diagnosis
problem [10]. In this case A is (X, k)-diagnosable iff

Faultys . (A) N NonFaulty(A) = (.

As for ¥-diagnosability, we have the following equivalence for dynamic ob-
servers: A is (Obs, k)-diagnosable iff Obs(Faulty;,(A)) N Obs(NonFaulty(A)) =
(). This follows directly from definition 5.

Problem 3 (Finite-State Obs-Diagnosability)
INpUT: A, Obs a finite-state observer.
PROBLEM:

(A) Is A Obs-diagnosable ?

(B) If the answer to (A) is “yes”, compute the minimum k such that A is
(Obs, k)-diagnosable.

Theorem 3 Problem 3 is in P.

Proof: We build a product automaton® A ® Obs such that: A is (Obs, k)-
diagnosable <= A ® Obs is (3, k)-diagnosable.

4We use ® to clearly distinguish this product from the synchronous product x.
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Definition 6 (A ® Obs) Let A = (Q,qo, X7, —) be a finite automaton and
Obs = (S, 80, %,0, L) be a finite-state observer. We define the automaton A ®
Obs = (Q x S, (qo, 50), 25/, —) as follows:

1. (q,8) 2 (¢ 8) iffINED st ¢ 25 ¢, 8 = 8(s,\) and B = N if A € L(s),
B = € otherwise;

2. (a:9) 2 (qss) if IN€ {e, [} st g 2 0
To prove Theorem 3 we lemma 1 and 2:

Lemma 1 Let p € Faultys,(A). There is a word v € Faultys; (A @ Obs) s.t.
Obs(p) = m/x(v). Let p' € NonFaulty(A). There is a word v' € NonFaulty(A®
Obs) s.t. Obs(p’) = /5 (v).

Proof: Let r = qo — ¢1--Gn-1 — gn be in Runs(A). By definition of
A ® Obs, the run 7 = (qo, o) LR (q1,81) * (qn-1, Sn—1) LN (Gn, $n) with for
1<i<n:

o ifa; €{e, f},b;=a; and s; = s;_1;

e ifq; € L(Si_l), b; = a; and s; = 6(81'_1,(%);

o ifa; & L(s;—1), bi=c and s; = s;_1;

)
is in Runs(A® Obs). Moreover (1) ajag - - - an € Faultys(A) <= biby-- b, €
Faultys; (A @ Obs) and (2) Obs(aias---an) = 7 5(biby---by) which means
that Obs(tr(r)) = m /5 (tr(7)).
Let p € L(A). There is a run r € Runs(A) s.t. p = tr(r). By (1), if
p € Faulty~(A), tr(f) € Faulty-, (A ® Obs) and if p € NonFaulty(A), tr(F)

S
NonFaulty(A ® Obs) and in any case Obs(p) = 7 /5 (tr(7)) by (2). |

Lemma 2 Let v € Faulty,; (A ® Obs). There is a word p € Faulty,,(A)
s.t. Obs(p) = w/s(v). Let v' € NonFaulty(A ® Obs). There is a word p' €
NonFaulty(A) s.t. Obs(p’) = m/5(v).
Proof: This proof is the counterpart of the proof of Lemma 1. Let r =
(qo, S0) b, (q1,%1) * (@n-1,8n—1) b, (Gn, $n) be in Runs(A ® Obs). Define
arunf:qoa—1>q1-~'qn,1 a—">qn with 1 <7< n:

o if bl = f, then a; = f,

o if b; € E, then a; = bi,

e if b; = £, choose some a; € {e} UX \ L(si_1) s.t. ¢i_1 —= g;.

7 is a run in Runs(A) and Obs(tr(7)) = 7 5 (tr(r)). It is the easy to see that
Lemma 2 holds by. ]

Now assume A is (Obs, k)-diagnosable and A® Obs is not (3, k)-diagnosable.
There are two words v € Faulty-, (A ® Obs) and v/ € NonFaulty(A ® Obs) s.t.

13



m/s(v) = w/s(V'). By Lemma 2, there are two words p € Faultys;(A) and
P’ € NonFaulty(A) s.t. Obs(p) = w/s(v) = w/5(v') = Obs(p’) and thus A is
not (Obs, k)-diagnosable.

Assume A ® Obs is (X, k)-diagnosable and A is not (Obs, k)-diagnosable.
There are two words p € Faultys,(A) and p’ € NonFaulty(A) with Obs(p) =
Obs(p'). By Lemma 1, there are two words v € Faultys,(A ® Obs) and v/ €
NonFaulty(A ® Obs) s.t. Obs(p) = m5(v) and 7 /5(v") = Obs(p’) and thus
75 (v) and 7 /5 (V). This would imply that A ® Obs is not (X, k)-diagnosable.

The number of states of A ® Obs is at most |Q|.]S| and the number of
transitions is bounded by the number of transitions of A. Hence the size of the
product is polynomial in the size of the input | A|4+|Obs|. Checking that A® Obs
is diagnosable can be done in polynomial time (Appendix A) thus Problem 3 is
in P. This completes the proof. [ |

Example 5 Let A be the DES given in Fig. 1 and Obs the observer of Fig. 5.
The product A ® Obs is given in Fig. 6. Using an algorithm for checking X-
diagnosability of A ® Obs we obtain that it is (X,2)-diagnosable (and 2 is the
minimum value). Hence A is (Obs, 2)-diagnosable with 2 the minimum value.

%.4..$. e
)

o e

Figure 6: The automaton A ® Obs

—

For Problem 3, we have assumed that an observer was given. It would
be even better if we could synthesize an observer Obs such that the plant is
diagnosable with Obs. Before attempting to synthesize such an observer, we
should first check that the plant is ¥-diagnosable: if it is not, then obviously
no such observer exists; if the plant is ¥-diagnosable, then the trivial observer
that observes all events in ¥ at all times works®. Therefore, we need a way to
compute the other diagnosers. Hence we define the problem of computing the
set of all valid observers.

Problem 4 (Dynamic-Diagnosability)

InpUT: A.

PrROBLEM: Compute the set O of all observers such that A is Obs-diagnosable
iff Obs € O.

We do not have a solution to the above problem: it can be reduced to
finding a trace-based winning strategy for Biichi game with partial observation.

5 Notice that this also shows that existence of an observer implies existence of a finite-state
observer, since the trivial observer is finite-state.
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We know how to do this for safety games (Appendix B) but we do not have a
solution to solve Biichi games of this type. Instead, we introduce a restricted
variant:

Problem 5 (Dynamic-k-Diagnosability)

INPUT: A and k € N.

PROBLEM: Compute the set O of observers such that A is (Obs, k)-diagnosable
iff Obs € O.

We now give an algorithm to solve Problem 5.

5.3 Problem 5 as a Game Problem

To solve Problem 5 we reduce it to a safety 2-player game. The definitions and
results for such games are given in appendix B. We also provide an intuitive
explanation of such games in this section, as we construct our reduction proof.
In short, the reduction we propose is the following:

e Player 1 chooses the set of events it wishes to observe, then it hands over
to Player 2 ;

e Player 2 chooses an event and tries to produce a run which is the obser-
vation of a k-faulty run and a non-faulty run.

Player 2 wins if it can produce such a run. Otherwise Player 1 wins. Player 2
has complete information of Player 1’s moves (i.e., it can observe the sets that
Player 1 chooses to observe). Player 1, on the other hand, only has partial
information of Player 2’s moves because not all events are observable (details
follow). Let A = (Q, qo, X%/, —) be a finite automaton. To define the game,
we use two copies of automaton A: AY¥ and Ay. The accepting states of A¥
are those corresponding to runs of A which are faulty and more than k steps
occurred after the fault. As is a copy of A where the f-transitions have been
removed. The game we are going to play is the following (see Fig. 7, Player 1
states are depicted with square boxes and Player 2’ states with round shapes):

1. the game starts in an state (qi1,¢2) corresponding to the initial state of
the product of AY and As. Initially, it is Player 1’s turn to play. Player 1
chooses a set of events it is going to observe i.e. a subset X of ¥ and
hands it over to Player 2;

2. assume the automata A¥ and Ay are in states (g1, g2). Player 2 can change
the state of A¥ and A, by:

(a) firing an action which is not in X in either A% or Ay (no synchro-
nization). In this case a new state (¢, ¢’) is reached and Player 2 can
play again from this state;
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(b) firing an action A in X: to do this both A¥ and Ay must be in a state
where X is possible (synchronization); after the action is fired a new
state (q},q5) is reached: now it is Player 1’s turn to play, and the
game continues as in step 1 above (from the new state (¢, q5))-

Player 2 wins if he can reach a state (q1,g2) in A} x Ay where ¢ is an accepting
state of A¥ (this means that Player 1 wins if it can avoid ad infinitum this set
of states). In this sense this is a safety game for Player 1 (and a reachability
game for Player 2). Formally, the game G4 = (51 W S, sg, 21 W39, d) is defined

Player 1 chooses X C % MEX

(q1,92)

11

(¢f,42)

Figure 7: Game Reduction for Problem 5

as follows (W denotes union of disjoint sets):

S1=(Q x{-=1,---,k}) x Q is the set of Player 1 states; a state (¢1,7), ¢z
indicates that A% is in state g1, j steps have occurred after a fault, and go
is the current state of Ay. If no fault has occurred, j = —1 and if more
than k steps occurred after the fault, we use 7 = k.

So = (Q x {—1,---,k}) x Q x 2% is the set of Player 2 states. For a state
((¢1,7), g2, X), the component (g1, j), g2 has the same meaning as for Sy,
and X is the set of moves Player 1 has chosen to observe on its last move.

so = ((q0, —1), qo) is the initial state of the game belonging to Player 1;

¥ = 2% is the set of moves of Player 1; ¥, = ¢ is the set of moves
of Player 2 (as we encode the fault into the state, we do not need to
distinguish f from ¢).

the transition relation 6 C (S1 x X1 x S2) U (S2 x {e} x S2) U (S2 x £ x 57)
is defined by:

— Player 1 moves: let 0 € 7 and s; € S7. Then (s1,0,(s1,0)) € 4.

— Player 2 moves: a move of Player 2 is either a silent move (¢) i.e. a
move of AY or As or a joint move of A¥ and Az with an observable
action in X. A silent move ((q1,1),q2,X),¢,(¢},7),¢5, X)) is in § if
one of the following conditions holds:
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1. either ¢4 = qo2, @1 =N q; is a step of A¥, £ ¢ X, and if i > 0 then
j=max(i+1,k);if i = —1 then if £ = f j = 0 otherwise j = 1.

2. either ¢} = q1, ¢2 LN qh is a step of Ay, £ ¢ X (and £ # f), and
if i >0 j = max(i + 1, k), otherwise j = i.

A wisible move can be taken by Player 2 if both A¥ and A agree
on doing such a move. In this case the game proceeds to a Player 1
state: ((q1,1),q2,X), ¢, ((q1,7),¢4)) €0if L e X, u L q} is a step of
Ak qo = ¢h is a step of Ay, and if i > 0 j = max(i+ 1, k), otherwise
j=i.
We can show that for any observer O s.t. A is (O, k)-diagnosable, there is
a strategy f(O) for Player 1 in G4 s.t. f(O) is trace-based and winning. A
strategy for Player 1 is a mapping f : Runs(G4) — X that associates a move
f(p) in X1 to each run p of G4 that ends in a S;-state. A strategy f is trace-
based (see appendix B for details), if given two runs p, o/, if tr(p) = tr(p’) then
f(p) = f(p). Conversely, for any trace-based winning strategy f (for Player 1),
we can build an observer O(f) s.t. A is (O(f), k)-diagnosable.

Let O = (S, s0, %, 0, L) be an observer for A. We define the strategy f(O) on
finite runs of G 4 ending in a Player 1 state by: f(O)(p) = L(d(s0, 7 /s (tr(p))))-
The intuition is that we take the run p in G4, take the trace of p (choices of
Player 1 and moves of Player 2) and remove the choices of Player 1. This gives
a run in X*. The strategy for Player 1 for p is the set of events the observer O
chooses to observe after reading 75 (tr(p)) i.e. L(d(so0, 7 /s(tr(p)))).

Theorem 4 Let O be an observer s.t. A is (O, k)-diagnosable. Then f(O) is
a trace-based winning strategy in G 4.

Proof: First f(O) is trace-based by definition. We have to prove that f(O)
is winning. We denote Out(G, f) the set of outcomes i.e. the set of possible
runs of a game G when the strategy f is played by Player 1 (see appendix B
for a formal definition of Out(Gy4, f)). Assume on the contrary f(O) is not
winning. This implies that there is a run p in Out(G4, f(O)) as defined by
equations (2-7).

X Ao

. . . A0
- (g0(5): ko(4)), a3 (4), Xo - -+ =
X Al
(qivkl)aq% - (q%ak1)7Q%aX1 - (qi(l)vkl(l))aq%(l)le e
1

@) k() () X - A

3
4

(43, k2), 3
X’Vl . . .

2 (g (@), k(@) 62 (@), X

6

(2)
(3)
(4)
XML ()
(6)
(7)
(8)

8
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Each part of the run given by equations (2-7) consists of a choice of Player 1
(X; move) followed by a number of moves by Player 1 (A actions). The last
state encountered in p, (¢ (), kn()), g2 (), X,, is a losing state for Player 1,
which means that &, («) > k, by definition of losing states in G 4. From the run
p, we can build two runs v and v/ defined by:

1 Aé 1 Ag Ago 1 Ai A?I 1 1 A; Ag 1
v ‘Jo_’qo(l)—’"'—>q1—>"'—>q2"'qn—’""‘—’qn(0‘)
Ad A2 P AL ATt AL A
/ 2 0 2 0 0 2 1 1 2 2 n n 2
v = QO—’Qo(l)—’"'—’fh—’"'—>Q2"'qn—’"'—’qn(0<)

By definition of G4, each /\g is either a common visible action of A’f and As
and it is in X, or a silent action (g) i.e. it comes from an action of A¥ or A,
that is not in the current set of visible actions X;. We can remove from v (resp.
') the actions ¢ that are obtained from an action of Ay (resp. A%) leaving
the state of AY (resp. Ay) unchanged. Let 7 and ©’ be the runs obtained this
way. By definition of G4, tr(¥) € Faultys,(A) and tr(0’) € NonFaulty(A). We
claim that O(tr(7)) = O(tr(7')). Indeed, each part of the runs from g} - - g}, ,
and g7 - - qi2+1 yields the same observation by O: it is the sequence of events
Aji - Aj,, st each Aj, is a letter of both A¥ and Ay and is X;. As there are
two words tr(D) € Faultys,(A) and tr(0’) € NonFaulty(A) with the same ob-
servation, A is not (O, k)-diagnosable which contradicts the assumption. Hence
f(O) must be winning. [ |
Conversely, with each trace-based strategy f of the game G4 we can associate
a transition system O(f) = (S, so, %, 6, L) defined by:

o S ={m/s(tr(p))|p € Out(Ga, f) and tgi(p) € Si};
® 50 =¢;

e §(v,0) = v if v €S, v =wvl and there is a run p € Out(Ga, f) with

MNk—1

o Xo 1 E* no )\1 X1 1 E* ni )\2 £
P=q — 4y — 49 —q1 —q1 —q1 — 42 " qky — 44

with each ¢; € S1, ¢/ € S, v =7/ (tr(p)), and p’ = p Koy b =g &
Qk+1 with gg41 € S1, £ € X
d(w,l)=vifveSand & f(p);

o L(v) = f(p) if v=m/s(tr(p)).
Lemma 3 O(f) is an observer.

Proof: We first have to prove that O(f) (more precisely L) is well defined.
Assume v = 75 (tr(p)) and v = 7 5 (tr(p’)). As f is trace-based, f(p) = f(p')
and there is unique value for L(v).

We also have to prove that the last requirement of Definition 4 is satisfied
ie. if a € L(s) then 0(s,a) = s. If £ & L(v), then £ & f(m/x(tr(p))) for any p
s.t. v =7 /5(tr(p)) because f is trace-based. Thus 6(v,£) = v. [ |

Theorem 5 Let f be a trace-based winning strategy in Ga. Then A is (O(f), k)-
diagnosable.
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Proof: Assume A is not (O(f), k)-diagnosable. There are two words v €
Faulty>(A) and v € NonFaulty(A) s.t. O(v) = O(v'). Assume v = w_1 \gwoA1
wy -+ Apwy, and v = w’_ Agwj A w] - - - Apwl, with wg, wl & O(f)(AoAr -+ A;) for
i>0and w_1,w € O(f)(e), and Aix1 € O(f)(AoA1 -+ Ai). We build a run in
Out(Ga, f) as follows:

1. Player 1 chooses the set Xy = O(f)(¢) which is by definition equal to
f((g$,0),¢3) where (¢}, 0),q3 is the initial state of the game.

2. Player 2 chooses actions in wy Uw). The game moves through S, states
because each action is an invisible move. Finally Player 2 chooses Ag. The
game reaches a new Sp-state (¢, k1), ¢3.

3. from (qi, k1), q?, the strategy f is to play X7 which by definition is O(\).
Thus Player 2 can play moves in we U w) and finally A

We can iteratively build a run in Out(G4, f) that reaches a state (q., k), q>
with k,, > k and thus Out(G 4, f) contains a losing run. Hence f is not winning
which contradicts the assumption. This way we conclude that A is (O(f), k)-
diagnosable. [ |

The result on G4 (Appendix B) is that, if there is a winning trace-based
strategy for Player 1, then there is a most permissive strategy F4 which has
finite memory. It can be represented by a finite automaton Sz, = (Wi &
Wa, 50,2 U 2% Ay) st Ag C (Wy x 2% x Wa) U (W x ¥ x Wy) which has
size exponential in the size of G4. For a given run p € (3 U 2%)* ending in a
Wi-state, we have Fa(w) = en(Aa(so, w)).

5.4 Most Permissive Observer

We now define the notion of a most permissive observer and show the existence
of a most permissive observer for a system in case A is diagnosable. F, is the
mapping defined at the end of the previous section.

For an observer O = (S,s0,%,6,L) and w € ¥* we let L(w) be the set
L((s0,w)): this is the set of events O chooses to observe on input w. Given a
word p € /5 (L(A)), we recall that O(p) is the observation of p by O. Assume
O(p) = ap---ax. Let p = L(e).e.L(ag).ao.- -+ L(O(p)(k)).ar, i.e. P contains
the history of what O has chosen to observe at each step and the events that
occurred after each choice.

Let O : (2% x ¥5)* — 22°. O is the most permissive observer for (4, k) if
the following holds:

0 = (S, s0,%,0,L) and is an observer

and A is (O, k)-diagnosable = Yw e X L(3(s, w)) € O®)

The definition of the most permissive observer states that:

e any good observer Obs (one such that A is (Obs, k)-diagnosable) must
choose a set of observable events in O(w) on input w;
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e if an observer chooses its set of observable events in O(w) on input w,
then it is a good observer.

Assume A is (3, k)-diagnosable. Then there is an observer O s.t. A is
(O, k)-diagnosable because the constant observer that observes ¥ is a solution.
By Theorem 4, there is a trace-based winning strategy for Player 1 in G4. As
said at the end of the previous section, in this case there is a most permissive
trace-based winning strategy which is F4.

Theorem 6 F4 s the most permissive observer.

Proof: Let O = (S, sg, 2,0, L) be an observer such that A is (O, k)-diagnosable.
We have to prove that L(d(so,w)) € Fa(w) for any w € £*. By Theorem 4, the
strategy f(O) is a winning state-based strategy and this implies that f(O)(v) €
Fa(v) for any run v of G4. By definition of w, 7 /5 (w) = w. By definition
of f(O), f(O)(@) = L(d(s0,7/5s(W))) = L(0(s0,w)) and thus L(d(so,w)) €
F. A(E).

Conversely, assume O is such that Yw € ¥*, L(sg,w) € Fa(w). We have
to prove that A is (O, k)-diagnosable. Again, we build f(O). As before, f(O)
is a winning trace-based strategy in G4 and thus O(f(O)) is such that A is
(O(f(0)), k)-diagnosable by Theorem 5. Assume O(f(0)) = (5, sy, 2,9, L")).
By construction of O(f(0)), L'(8'(sp, w)) = f(O)(p) if w = 75 (tr(p)). Hence
O(f(0)) = O and A is (O, k)-diagnosable. [ |

This enables us to solve Problem 5 and compute a finite representation of
the set O of all observers such that A is (O, k)-diagnosable iff O € O.

Computing F4 can be done in O(2!¢4l) (Appendix B). The size of G4 is
linear in |A| and exponential in the size of ¥ and k i.e. |G4| = O(|A|.21¥.2%).
This means that computing F4 can be done in exponential time in the size of A
and doubly exponential time in the size of ¥ and k. Assume A has n states and
m transitions. The number of states of G 4 is in O(n? - k - 2I*1). The number of
transitions of G 4 is in O(n? - k - 21¥1 . m). Hence F4 has at most 0(2"2"“'2@')
states and O(2"" %27 . n2 . k. m) transitions.

Theorem 6 establishes that there is a most permissive observer F4 in case
A is (%, k)-diagnosable and it can be computed in exponential time in the size
of A, doubly exponential time in |X| and &, and has size exponential in A, and
doubly exponential in || and k. Moreover the most permissive observer F4 can
be represented by a finite state machine Sz, = ({0,2--- ,k} U ({1,3, -+, 2K +
1} x 2%),0,% U 2%, 6) which has the following properties:

e cven states are states where the observer chooses a set of events to observe;

e odd states (2k+1, X) are states where the observer waits for an observable
event in X to occur;

e if 6(2k, X) = (2K’ + 1, X) with X € 2%, it means that from an even state
2k, the automaton Sz, can select a set X of events to observe. The
successor state is an odd state together with the set X of events that are
being observed;
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o if 6((2k+1,X),a) = 2k" with a € X, it means that from (2k+1,X), Sz,
is waiting for an observable event to occur. When some occurs it switches
to an even state.

By definition of F4, any observer O s.t. A is (O, k)-diagnosable must select a
set of observable events in F4(w) after having observed w € 7 /5 (L(A)).

Example 6 For the automaton A of Fig. 1, we obtain the most permissive
observer F 4 of Fig. 8. For odd states we have not mentionned the component
X that has last been picked up by the observer. X is the label of the unique
icoming transition. In the even states, the observer chooses what to observe
and in the odd states it moves according to what it observes. When the system
starts, it can choose either {a,b} or {a}. Once an a has been observed it can
choose any subset containing b. When a b has been observed the observer can
choose to observe the empty set.

We point out that from an odd state (2k + 1, X), outgoing transitions are
labeled by elements of X. This does not mean that the DES under observation
cannot do other actions from 2k + 1: it might be able to do so but there are
unobservable for the observer.

{a,b}

Figure 8: Most Permissive Observer for the Automaton A of Fig. 1

The next step we are interested in is to define a notion of cost for observers.

5.5 Optimal Dynamic Observer

Let Obs = (S, s0,%,4, L) be an observer and A = (Q, qo, 27/, —). We would
like to define a notion of cost for observers in order to select an optimal one
among all of those which are valid, i.e. s.t. Ais (Obs, k)-diagnosable. Intuitively
this notion of cost should capture the fact that the more events we observe at
each time, the more expensive it is.

We are going to define a notion of cost for observers. This notion is inspired
by weighted automata.
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Weighted Automata. The notion of cost for automata has already been
defined and algorithms to compute some optimal values related to this model
are described in many papers. We recall here the results of [8] which will be
used later.

Definition 7 (Weighted Automaton) A weighted automaton (A4,w) is a
pair s.t. A = (Q,qo,%,0) is a finite automaton and w : Q — N associates
a weight with each state. |

Definition 8 (Mean Cost) Let p = gy — q1 5 --- 2% ¢, be a run of A.
The mean cost of p is

1

p(p) = nt+1 - gw(g:)

We remind that the length of p = g9 2% ¢1 % -+ X% g, is |p| = n. We
assume that A is complete w.r.t. ¥ (and ¥ # ) and thus contains at least one
run for any arbitrary length n. Let Runs™(A) be the set of runs of length n in
Runs(A). The mazimum mean-weight of runs of length n for A is v(A,n) =
max{u(p) for p € Runs"(A)}. The mazimum mean weight of A is v(A) =
limsup,,_, . ¥(A,n). Actually the value v(A) can be computed using Karp’s
maximum mean-weight cycle algorithm [8] on weighted graphs. If ¢ = sg &,
s1 =2 ... 2% g, is a cycle of A ie. sg = s, the mean weight of ¢ is ule) =
n+r1 - X2 ow(s;). The mazimum mean-weight cycle of A is the value v*(A) =
max{u(c) for ¢ a cycle of A}. As stated in [14], for weighted automata, v(A) =
limsup,,_, . v(A,n) = lim, . v(A,n) = v*(A). Karp’s maximum mean-weight
cycle algorithm [8] on weighted graphs is explained in Appendix C.

Definition of Cost. There is not one way of defining a notion of cost for
observers and we first discuss two different notions:

e the first one is to define the cost of a word w generated by the DES w.r.t.
to Obs(w):
EiZ01L(5(s0, Obs(w)(i)))|
n+1
with n = |Obs(w)|. Using the observer of Fig. 9, Costy(b".a) = 42 =
And this regardless of the value of n.

Costy(w) =
1.

e the second one is to define the cost of w w.r.t. to w itself:

_ SEBIL(0(s0, w(i))]
n+1

Costz(w)

with n = |w|. Using the observer of Fig. 9, we obtain Costy(b".a) =
"I—fgo = Z—i% And by simple arithmetic, it is true that Costa(b™.a) <

Costa(b".a).
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The example of Fig. 9 shows that the two notions are different. In the sequel
we will use the second one Costs because Costs also captures the notion of the
time we have been observing a set of events. Indeed, if the word b"*! occurs,
we have been observing the set L(0) n + 1 times in a logical time. It is natural
that this is more expensive than observing L(0) n times. Thus Costy is more
satisfying than abstracting away the length of the input word as in Cost; .

a
a
Figure 9: The Finite-State Observer Obs

Cost of an Observer. We now show how to define and compute the cost of
an observer Obs operating on a DES A.

Given a word p € Runs(A), the observer only processes 7 /x(tr(p)) (¢ and
f-transitions are not processed). To have a consistent notion of costs that takes
into account the logical time elapsed from the beginning, we need to take into
account one way or another the number of steps of p even if some of them are
non observable. A simple way to do this is to consider that ¢ and f are now
observable events, let’s say u, but that the observer never chooses to observe
them. Indeed we assume we have already checked that A is (Obs, k)-diagnosable,
and the problem is now to compute the cost of the observer we have used.

Definition 9 (Cost of a Run) Given a run p = qo - q1 - qn_1 — ¢, €

Runs(A), let w; = Obs(tr(p(i))),0 <i < n. The cost of p € Runs(A) is defined
by:
1 n
Costy(p, A, Obs) = —— - ; |L(8(s0, w;)].

We recall that Runs"(A) is the set of runs of length n in Runs(A). The cost of
the runs of length n of A is

Costa(n, A, Obs) = max{ Costa(p, A, Obs) for p € Runs"(A)}methpunct.
The cost of the pair (Obs, A) is

Costy(A, Obs) = limsup Costz(n, A, p).

n—oo

Notice that Costa(n, A, Obs) is defined for each n because we have assumed A
generates runs of arbitrary large length.
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To compute Costa(n, A,Obs) we consider that € and f are now observable
events, let’s say u, but that the observer never chooses to observe them.

Let Obst = (8,s9,%%,6', L) where ¢’ is § augmented with u-transitions
that loop on each state s € S. Let AT be A where € and f transitions are
renamed u. Let At x Obs™ be the synchronized product of A* and Obs™.
At x Obs™ = (Z, 29, 5%, A) is complete w.r.t. X% and we let w(q,s) = |L(s)]
so that (At x Obs™, w) is a weighted automaton.

Theorem 7 Costy(A, Obs) = v*(A* x Obs™).

Proof: The proof follows easily from the definitions. Let p be a run of A.
There exists a run p in AT x Obs™ s.t. Costy(p, A, Obs) = u(p). p is obtained
from p by replacing € and f transitions by some w transitions. Conversely for
any run j in At x Obs™ there is a run p in A s.t. p(p) = Costz(p, A,Obs). ®
We can compute the cost of a given pair (A, Obs): this can be done using
Karp’s maximum mean weight cycle algorithm [8] on weighted graphs. This
algorithm is polynomial in the size of the weighted graph and thus we have:

Theorem 8 Computing the cost of (A, Obs) is in P.

Proof: The size of AT x Obs™ is polynomial in the size of A and Obs. ]

Notice that instead of the values |L(s)| we could use any mapping from states
of Obs to Z and consider that the cost of observing {a,b} is less than observing
a.

Example 7 We give the results for the computation of the cost of two observers
for the DES A given in Fig. 1. Let Oy be the most powerful observer that
observes {a,b} at each step, and Oy be the observer given in Fig. 5.

The automata At x Of and A* x OF are given in Fig. 10 and Fig. 11. The
weight function is pictured above each state. Notice that to compute v*(A+ xO})
we do mot need the labels of the transitions as we are dealing with weighted
graphs: if two transitions (s, a,s’) and (s,b,s') are in At x O;F we only need one
of them. For instance in Fig. 1 one of the transitions (0,a,4) and (0,b,4) is re-
dundant. We apply the algorithm of Appendiz C. The values Dy(v) and min(v)
for each state v of A x Of are given in Table 1 and Table 2. The mazimum
mean-weight value v* is the mazimum value max, min(v) for v ranging over the
set of states of AT x Of . We obtain Costa(A,O01) =2 and Costa(A,0z) = 1.

Computing an Optimal Dynamic Diagnosers In section 5.5, we assumed
we had an observer. In section 5.4, we proved that a most permissive observer
could be computed, given A and k. In this section, we focus on the problem
of computing a best observer in the sense that diagnosing the DES with it has
minimal cost. We address the following problem:

Problem 6 (Bounded Cost Observer)
InpuT: A, k€N and c € N.
PROBLEM:
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Dy —00 | —00 | —0 | —0
Dy —00 —o0 | —0o0

Do —00 | —00 —00

Ds —0 | —00 | —©

Dy —00 | —00 | —00

min [ —oo [ —oo [ —oo | 2 |

|| 0 1 2 3 4 5
Dg 1 —00 | —00 | —00 | —00 | —00
D, —00 2 —00 | —00 2 2
Do —o0 | —00 3 —00 3 3
Dg —00 | —00 | —0 4 4 4
Dy —0 | —o0 | —0 4 5 5
Ds || —00 | —00 | —00 4 6 6
min||—oo|—oo|—oo|0 1 1

Table 2: Tterations for At ® OF
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(A). Is there an observer Obs s.t. A is (Obs,k)-diagnosable and Costy(Obs) < ¢
?

(B). If the answer to (A) is “yes”, compute a witness optimal observer Obs
with Costa(Obs) < c.

To compute an optimal observer, we use a result by Zwick and Paterson [14]
on weighted graph games (see Appendix D for Zwick and Paterson algorithm).
These are graphs (V, E) with the set of nodes partitioned into two sets: V; for
Player 1 and V3 for Player 2. In a V; state it is Player i’s turn to play. There is
a weight function that associates with each edge e the weight w(e). The players
build paths ej.--- .e, by choosing an edge when it is their turn to play. The
goal of the game is for Player 1 to maximize the value liminf, oo £ 37" | w(e;)
and for Player 2 to minimize limsup,, ., = 3" ; w(e;). One of the results by
Zwick and Paterson [14] is that:

e there is a value v € Q, called the value of the game s.t. Player 1 has a
strategy to ensure that liminf,,_, % Yo w(e;) > v and Player 2 has a
strategy to ensure that limsup, ., = 1" w(e;) < v; this value can be
computed in O(|[V|3.|E|.W) where W is the range of the weight function
(assuming the weights are in the interval [-W..W]). Note that deciding
whether this value satisfies v < k for e {=, <, >} for k € Q can be done
in O(|V|%.|E|.W).

e there are optimal memoryless strategies for both players that can be com-
puted in O(|V|*.|E|. log(|E|/|V]).W).

To solve the Problem 6, we use the most permissive observer we computed in
section 5.4. Given A and F4, we build a weighted graph game G(A, F4) s.t.
the value of the game is the optimal cost for the set of all observers. Moreover
an optimal observer can be obtained by taking an optimal memoryless strategy
in G(A, }-A)'

To build G(A, F4) we use the same idea as in section 5.5: we replace € and
f transitions in A by u obtaining AT. We also modify F4 to obtain a weighted
graph game (F},w) by adding transitions so that each state 2k + 1 is complete
w.r.t. X% This is done as follows:

e from each (2k + 1, X)) state, create a new even state i.e. pick some 2k’
that has not already been used. Add transitions ((2k + 1, X), o, 2k’) for
each o € 3"\ en(2k + 1, X). Add also a transition (2K, X, (2k + 1, X)).
This step means that if a A produces an event and it is not observable,
]—j just reads the event and makes the same choice again.

e the weight of a transition (2k, X, (2k' 4+ 1, X)) is | X].

The automaton _7-';; obtained from Fj4 is depicted on Fig. 12. The game
G(A, F4) is then AT x ]—'X. This way we can obtain a weighted graph game
WG(A,Fa) by abstracting away the labels of the transitions. Notice that it
still enables us to convert any strategy in WG(A, Fa) to a strategy in Fa. A
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Figure 12: The Automaton F

strategy in WG(A, Fa) will define an edge (2k, (2k" + 1, X)) to take. As the
target vertex contains the set of events we chose to observe we can define a
corresponding strategy in Fa.

By construction of G(A4, F4) and the definition of the value of a weighted
graph game, the value of the game is the optimal cost for the set of all observers
O s.t. Ais (O, k)-diagnosable.

Assume A has n states and m transitions. F4 has at most O(2" *2° ™)
states and 0(2"2"“'2‘2‘ -n? - k- -m) transitions. Hence G(A,F,) has at most
\
O(n-2"2'k'2‘2‘) vertices and O(m-2"2'k'22 E‘) edges. To make the game complete
we may add at most half the number of states and hence WG(A, F4) has the
same size. We thus obtain the following results:

92!3

Theorem 9 Problem 6 can be solved in time O(|X] - m - 2"2"“'2‘2‘).
We can even solve the optimal cost computation problem:

Problem 7 (Optimal Cost Observer)

InpuT: A, k € N.

PROBLEM: Compute the least value m s.t. there exists an observer Obs s.t. A
is (Obs,k)-diagnosable and Costa(Obs) < m.

Theorem 10 Problem 7 can be solved in time O(|XZ| - m - on” k21!

).
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A consequence of Theorem 7 is that the cost of the optimal observer is a rational
number (see Appendix D).

Example 8 For the ezample A of Fig. 6 and ]—j of Fig. 12, using Zwick and
Paterson’s algorithm (Appendiz D) we obtain that the optimal cost is 1 and the
optimal strategy is to use the observer Obs of Fig. 5.

6 Conclusions

In this paper we have addressed sensor minimization problems in the context
of fault diagnosis, using both static and dynamic observers. We showed that
computing the smallest number of observable events necessary to achieve di-
agnosis with a static observer is NP-complete: this result also holds in the
mask-based setting which allows to consider events that are observable but not
distinguishable. We then focused on dynamic observers and proved that, for a
given such observer, diagnosability can be checked in polynomial time (as in the
case of static observers). We also solved the synthesis problem of dynamic ob-
servers and showed that a most-permissive dynamic observer can be computed
in doubly-exponential time. Finally we have shows how to define a notion of
cost for dynamic obervers and how to compute the optimal cost of the set of all
observers that can k-diagnose A.
There are several directions we are currently investigating:

e Problem 4 has not been solved so far. The major impediment to solve it
is that the reduction we propose in section 5 yields a Biichi game. The
algorithm we give in appendix B does not work for Biichi games and
cannot be extended trivially.

e Problem 5 is solved in doubly exponential time. To reduce the number
of states of the most permissive observer, we point out that only minimal
sets of events we need to observe are need. Indeed, if we can diagnose a
system by observing only A from some point on, we surely can diagnose
it using any superset A’ D A. So far we keep all the sets that can be used
to diagnose the system. We could possibly take advantage of the previous
property using techniques described in [5].
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A Checking Diagnosability

Here is an algorithm to check diagnosability in polynomial time.

Let A = (Q,qo, %%/, —) be a finite automaton over ¥*/. By definition of
diagnosability, A is diagnosable iff Ik € N* s.t. A is (X,, k)-diagnosable. This
is equivalent to

A is not diagnosable <= Vk € N*, A is not (X, k)-diagnosable  (9)

dp € NonFaulty(A)
< VkeN", {3 € Faulty,,(A) (10)

ms(p) = m/2(p')
Define A1 = (Q x {0,1}, (g0,0), 3%, —1) s.t.
o (k) 51 (¢ k) iff g5 ¢ and [ €T and k = K;

o (¢,k) =1 (¢,1) iff ¢ <, q , (k is set to 1 after a fault occurs and will
remain 1 once it has been set to 1);

e (¢,k) =1 (¢ k) iff ¢ = ¢

Define Ay = (Q, qo, X°, —2) with
. qL»Qq’iqu»q’ and [ € 3;
¢ q—2qifqg=4q.

Let A; x As be the synchronized product of A; and Ay (synchronization on
common actions, i.e. actions in ¥ and otherwise interleaving). —1 o stands for
the transition relation of A; x As.

Let Runs>k(A; x As) be the set of runs in Ay x Ay s.t. a (faulty) state
(g1,1), g2 is followed by at least k Aj-actions. Then we have the following
lemma:

Lemma 4

dp1 € NonFaulty(A)
Jp € Runs>p (A1 x Az) <= { 3pz € Faulty, (A)
™5, (p1) = 75, (p2)

Proof: It suffices to note that a compound run in Runssp(A4; x Az) can be
split into a run of A; and a run of Ay having the same projection on X. ]

Assume we have Lemma 4 for all k¥ € N*. Then there must be a state
(g1,1),q2 in A; x Az which is the source of an infinite number of runs p; having
more than k& Aj-actions. As A; X As is of finite branching, by Konig’s Lemma,
there is a infinite run in A; X As containing infinitely many A; actions. The
converse holds as well: if there is an infinite faulty run in A; x Ao with infinitely
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many A; actions, then for all k& € N* there is a run p; € NonFaulty(A), p2 €
Faulty> (A) s.t. 7/s(p1) = 75 (p2)-

We can then define an extended version of A; x As: we add a boolean variable z
that is set to 0 in the initial state. An extended state is a pair (s, z) with s a state
of Ay x As. Whenever there is an Aj-action, z is set to 1, and when there is an
Ay action, z is set 0. We denote = 5 the new transition relation for extended
states. Define the set of states F = {(((¢,1),¢'),1) | ((¢,1),¢') € A1 x As}. De-
fine the Biichi automaton B = ((@Q x{0,1} x Q) x{0,1}, ((g0,0), g0, 0), X, =1 2
, F) by: The following theorem holds:

Theorem 11 £L¥(B) # 0 <= A is not X-diagnosable.

This gives a procedure to check whether an automaton A is diagnosable or not.
The product (extended) system built from A; x Ay has size O(|A]?).

As language emptyness of Biichi automata can be checked in polynomial
time w.r.t. number of states and transitions, checking diagnosability of a finite
(non-deterministic) automaton is also polynomial.

To compute the smallest k s.t. A is (X, k)-diagnosable we proceed as follows:
in case A is Y-diagnosable, there is no infinite faulty run with infinitely many
Aj-actions in A; X As; this implies that each run beginning in a faulty state of
Ajq x As is followed by a finite number of A;-actions and this number is bounded
by a constant k. Indeed, otherwise, we could construct an infinite faulty run
with a infinite number of A;-actions and A would not be diagnosable. Assume
k is the maximum number of A;-actions that can follow a faulty state. Then A
is (X, k 4+ 1)-diagnosable: otherwise they would be a faulty run with k£ 4+ 1 A;-
actions after a faulty state in A3 x As. Also A is not (%, k)-diagnosable because
there is faulty run with k A;-actions after a faulty state in A; x As, which also
means there is another non faulty run with the same observable actions. Thus
k + 1 is the minimum value for which A is ¥-diagnosable. Computing k + 1
amounts to computing the maximum number of A;j-actions that can follow a
faulty state in A1 x As.

The complexity of this computation is O(|Q|?) if A as |Q| states. To compute
the minimum &, we define the following operators: let W be a subset of the faulty
states of A1 x Ay and k € N*; define Succa, (W, k) = (Succa, (W), k+ 1) and
SUCC g\ 4, (W, k) = (SuCCa,\ 4, (W), k) where Succp(S) is the set of states
reachable in one step from a state of S doing a B-action in A; X As. Define also
Succ(W, k) = Succa, (W, k) U SucCa,a, (W, k). We then use the following
inductive definition: Yy = {{f| f is a faulty state of A1 x A3},0}, and Vi1 =
Uz, k)€Y, SUCC(x;, ;). Because the number of Aj-actions following a faulty
state is bounded by k, there are at most k - |Q|? different sets Y;. Also k must
be less than |Q|? because otherwise they would be a cycle in A; x Ay with k
actions and thus an infinite fualty run with infinitely many A;-actions. Hence
after at most |Q|® steps Y; = Y;41 and the largest value of k; in Y; is k. This
way we only need O(]Q]?) steps to compute k.

To compute the diagnoser we do the following: take A; and determinize it.
The deterministic automaton obtained this way has 20(QD states. If a state S
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of the deterministic version contains only faulty states, i.e., every (q,k) € S is
such that & = 1 then declare S as faulty. Define the diagnoser D as follows:
for a run p € X, D(p) = 1 if Sy & S’ in the deterministic version of A; and
S’ is faulty; otherwise D(p) = 0. D is a diagnoser for A and issues a 1 after at
most k + 1 steps if k is the minimum value for which A is (3, k)-diagnosable.

Computing the diagnoser is thus exponential in the size of A, i.e. can be done
in 204D

B Results For Safety 2-Player Games

In this section we give results on games with partial observation where two
players are playing, but Player 1 cannot observe all Player 2 moves. The proofs
of lemmas and theorems in this section are given in Appendix B of [1]. The aim
of Player 1 is to win but with a trace-based strategy i.e. a strategy that is based
on the set of moves that have been observed. In each state of the game, it is
either up to Player 1 to play or to Player 2. The game starts in a Player 1 state.
Player 1 only plays one move (in 31) and hands it over to player 2. Player 2 can
play two types of moves: invisible moves (e is the invisible action) and visible
moves (Mg-actions). If Player 2 plays an invisible move ¢, it is again his turn to
play. Otherwise if he plays a visible move, the turn switches to Player 1. This
setting is formally defined by:

B.1 Finite Game Automata

Definition 10 (Two-Player c-Games) A two-player e-game G is a tuple (Q1
WQ2, qo, X1 W X5, 8) with:

e (Q; is a finite set of states for player i,i =1,2;
e go € Q1 is the initial state of the game;
e ¥, is a finite set of actions for player i,i =1,2;

') - (Ql X 21 X QQ) U (QQ X {E} X QQ) U (QQ X 22 X Ql) 18 the transition

relation.

We assume that the game is deterministic w.r.t Player 1 moves, i.e. forall
q1 € Q1,01 € X1 there is at most one state go € Q2 such that (q1,01,¢2) €
5. For (q,a,q') € & we use the notation ¢ = ¢’ or gaq. We let en(q) =
{o|3¢'|5(¢q,0) = ¢’} i.e. the set of moves enabled in a state ¢q. If G contains no
¢ transitions, G is an alternating full-observation two-player game (we use the
term two-player game in this case).

Definition 11 (Play, Trace) A play in G is a finite or infinite sequence

P =qol1q1 - @nlni1qni1 -
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such that for each i, g; L, Gi+1- We write qo bbb, an if @l1q1 - - Lngn is
a finite play in G. We let Runs(G) be the set of plays in G and Runs™(G) be
the set of finite plays. Runs;(G),i = 1,2 are the sets of finite runs ending in
a Q;-state. The trace of p, denoted tr(p) is the sequence® €oly---Ly---. The
state sequence of p, denoted States(p) is the sequence qoq1 -« Gn -+ -

We let p(i) be the prefix of p up to state g;, so p(0) = qo, p(n) = qol1q1 - - Gn,
and so on.

Definition 12 (Player 1 Strategy) A strategy for player 1 is a mapping f :
Runs; (G) — X1. A strategy f is trace-based if for all p,p’ € Runsi(G), tr(p) =
tr(p’) implies f(p) = f(p'). A strategy f is memoryless if tgt(p) = tgt(p’)
implies f(p) = f(p')-

Definition 13 (outcome) Given a strategy f for player 1, the outcome of the
game G under f is the set Out(G, f) of states sequences’ States(p) for plays

p=qol1q1 - gnln+1Gnt1 -
such that for each q; € Q1, bix1 = f(p(7)).

Definition 14 (Objective) An objective ¢ for Player 1 is a subset of (Q1 U
Q2)“ U (Q1UQ2)".

Given a pair (G, ¢), a strategy f is winning if Out(G, f) C ¢. A state ¢ of
G is winning if there is a winning strategy from gq.
The usual control problem on two-player e-games asks the following:

Problem 8 (Control Problem)
INPUT: A two-player e-game G, an objective ¢.
PROBLEM: Is there a winning strategy for (G, @) ¢

B.2 Safety Two-Player Games

¢ is a safety objective if there is a set F' C Q1 U @2 such that ¢ = F¥ U F*. If
G is a e-game and ¢ a safety objective we say that the pair (G, ¢) is a safety
game. F is the set of safe states. To solve safety two-player e-games we define
the Cpre operator [11]:

Cpre(S) = {s€ Q1|01 € X1]6(s,01) € S} (11)
@] {SEQQ|VO’2 EE§|5(S,O'2) QS} (12)

It is well-known [11] that iterating Cpre and computing the fixpoint Cpre*(F')
gives the set of winning states® of the game. In case G is finite this computation

6As € also stands for the empty word, a trace does not contains ¢.

"In the sequel we assume that the game objectives are states sequences and do not refer
to the labels of the game.

8Notice that by definition of Cpre, Player 1 cannot win by refusing to play.
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terminates and can be done in linear time for safety games [11]. If the initial
state of the game qy € Cpre*(F'), there is a strategy for Player 1 to win. More-
over for this type of games memoryless strategy are sufficient to win. Indeed,
as we can see the state of the game, ¢ transitions are not really unobservable
(or invisible) and thus knowing the current state gives some useful information.
Moreover we can define a most permissive strategy® F : Q1N Cpre* (F) — 21\ ()
by: F(q) = {0]06(¢q,0) € Cpre*(F)}. This is the most permissive strategy in
the following sense: f is a winning strategy for (G, ¢) iff for any p € Runs;(G),
f(p) € F(tgt(p)), i.e. every move defined by f is a move of the most permissive
strategy.

B.3 Safety Two-Player c-Games

The problem we want to address is the following:

Problem 9 (Trace-Based Control)
INPUT: a game G, an objective ¢.
PROBLEM: Is there a trace-based winning strategy for (G, $) ?

This problem is more demanding than the usual Control Problem 8 that asks
only for a winning strategy for Player 1, i.e. a strategy in which full observation
of the state is assumed. To solve Problem 9, we reduce it to a full-observation
two-player game.

We define the following operator for o € ¥5, s € Q2,

Nextz(s,0) = {s'| s <, 515 s} (13)

It follows that if o € X, Nextz(s,0) C Q1 and if 0 = &, Nexta(s,0) C Q2. Let
o€ Xy and Q C Q. We define

Next; (Q,0) = {s' € Qa2| s’ = (s, 0) with s € Q} (14)

We address Problem 9 where ¢ is safety objective i.e. ¢ = F“ U F*. To solve
(G, ¢), we build a full-observation two player game (G, Fir) (no e transitions)
such that:

Theorem 12 There is a (standard) winning strategy in (G, Fr) iff there is a
trace-based winning strategy in (G, F).

Definition 15 Assume G = (Q1 W Q2,qo, X1 W (X2 U{e}),d). The game Gy =
(S, 50,2, A) is defined by:

o W = Wi Wy with Wi = (291 U L) are the Player 1 states, Wy =
(292 U 1) are Player 2 states and

® 5o = {QO}7

9 According to Definition 12, it is not a strategy as it prescribes a set of moves for a given
state instead of one move.
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o X =%, UXY where u is a fresh name, and 31 ate Player 1 moves and
X% Player 2 moves;

e AC (W x X1 x W)U (Wa x ZY x W1) is defined by: (S,0,5") € A iff

one of the three conditions holds:
C1: SC Q1,0 €Xy and S = Nexty(S,0) if for all s € S0 € en(s) and
otherwise S = Lo;
Cy: S C QQ,U € Yo, S = Nef(}tg(s, 0') and S’ 75 (Z),'
Cs: S CQa,0 =u, Nexty(S,e)NF #0 and S’ = 1.
We let Fy = {Q € S|Q C F} i.e. Fy be the set of safe states for Gg.
1; and Lo are not safe states. (Gg, Fr) is a safety game as well. Notice also

that Gy is a turn-based two player game in which the moves of the two players
alternate. The following fact holds as well:

Fact 1 By definition Gy is deterministic. Hence for any word w € (1 UXY)*,
there is a unique run B(w) = so — s' in Gy with tr(B(w)) = w and a unique
last state A(sg,w) =s'.

We can now prove Theorem 12:

Proof:

Ounly If Part Let fy be a winning strategy in Gy (as the safety objective
is fixed we omit it). Let p € Runs;(G) and let f(p) = fu(B(tr(p))). f is
trace-based by its definition and Fact 1.

f is also winning. To prove this we use the following Lemma: Given p a run
of Out(G, f), we can build a run pg = Spog --- Sy, in Gy, such that py is the
longest run that can match p. It is defined as follows:

e So={q0},
o for 1 <2i <mn,, Sy = Nexta(S2i—1, A2i—1)
o for 1 <2i+1 < n,, Sey1 = Next1(Sa2i,02:)
e cither S, € {11, Lo} or
— if n, = 2k, S, = Newta(Sar—1, Aok—1),
—ifn, =2k+1, S,, = Next;(Sox, o21).
Lemma 5 This run pg is in Out(Gy, fu) and has the properties:
Py: for1 <2i<mn,, qS; € Sa; and for 1 <2i+1< N, q%i_i_l € Soiv1;

Py: either (a) tgt(pr) = Sn, € {L1, Lo} or (b) if n, = 2k, ¢5;, € Sn,, and if
ny, =2k +1, q%kﬂ € Sn,-
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Proof: We prove properties Lemma 5 by induction on the number of Player 1
moves in p. Assume k = 0. Clearly the run pg = {¢J} is in Out(Gg, fur) and

Lemma 5 holds.

Assume the property holds for k& Player 1 moves. Let p be a run with £ 4 1

Player 1 moves 09, 03, ,09,. We write
o 0 %o 1 € € ng A1
pP = qo—¢@ — " —q —
0 o2 1 € 5 ng A1
Qo — 43 — - — 43" —

L2k )‘2k+1
Q2541

0 92(k+1) 1 € €
DQk+1) = Lk+1)+1

0 02k 1 1>
o, — Qop11 —

MN2k+1

" Aok1)41

Let p/ =¢qJ--- Qopr ] - p’ has k — 1 Player 1 moves and by induction hypothesis

on p’, we obtain:
o oy € Out(Gw, fr) and Py and P, hold,;

e as ply satisfies Pa:

— either ia satisfies P».(a) and tgt(py) € {L1,L2}; in this case ply

cannot be extended in Gy and thus pg = py and py satisfies Py
and P».(a);

or P5.(b) holds and p/; does not contain any state in {Lli, Lo};
Then ply = S - - Soko2rSok+1 satisfies P; and Ps.(b) and we have
in particular g3, € Sax and qi,,; € Sopi1. Because g3, =

A
g A2kl qg(k+1), the set Newty(Saki1, A2k+1) is not empty

and thus = Sp - - Soro2k Sort1 A2k +152(k41) 18 in Out(Gm, frr) and
Sok+1) # Lo fu (S0 o2kSokt1 A2k +1S2(k41)) = f(q8---q8(k+1>)
by definition of f and Soo - - oarSokt1y = B(tr(ggoo - - - qg(k+1))).
Two cases arise:
1. cither Sygpi1) —s 1y:
in this case pg = So -+ Sak + * Aak+1S2(k41)02(k41) L2 and py €
Out(Gp, fu) and satisfies P; and Py.(a);

2. or Sy(p1) 2D, So(kt1)+1-

This means th.at So(kt1)+1 ;é 1. In this case q%(k+1)+1 €

So(k+1)+1- Again two cases arise:

(a) either there is some 2 < j < ngy1y41 S.t. q%(k+1)+1 ¢
F and in this case Sy(ry1)4+1 L 1, is in A and pyg =
So - So(k+1)T2(k+1)S2(k+1)+1uL1 18 in Out(G, fu). pu
satisfies P; and P5.(a);

(b) or q%(k+1)+1 € F for 1 < j < ng@41)+1 and in this case
pE = So- " S2(kt1)T2(k+1)S2(k+1)41 18 in Out(Gm, fr) and
satisfies P; and Ps.(b).
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This completes the proof of Lemma 5. [ ]

Now assume f is not winning, we can build a run p € Out(G, f) with tgt(p) &
F. Applying Lemma 5 we obtain: there isarun py € Out(Gg, fu) that satisfies
Pl and PQZ

e cither tgt(py) € {L1, Lo} and in this case py is a losing run for Player 1
and thus fy is not winning which contradicts the assumption;

e or py contains no state in {1, 1lo}. Two cases arise depending on the
parity of the length of pg:

— either pg = Sp- - Sax. In this case tgi(p) € Sar (Ps.(b)) and tus py
ends in a losing state and fy is not winning.

—or pg = Sy Sop+1 and again tgt(p) € Sor+1 and py is losing and
f is not winning.

This contradicts the assumption that fz is winning.

This concludes the proof of the Only If part.

If Part.

Let w be a run of Gy ending in Wi-state. If w does not contain any wu
action, there is a run p € Runs;(G) s.t. tr(p) = tr(w) by construction of Gy
(Definition 15). We let fg(w) = f(p). If w = Sp---Spuly, we let fg(w) =
fr(So---Sk).

fu is well defined as if p, p’ are such that tr(p) = tr(p’) then f(p) = f(p’)
because f is trace-based.

fm is winning. To prove this we use the following lemma:

Lemma 6 Let w = Syo0Sk be a run in Out(Gu, fu). Then one of two follow-
ing conditions hold:

Dy: Sk € {L1, 12} and there is a run qf) - - - q in Out(G, f) such that either (i)
with q & F or (ii) f(¢§--q) =0 and o & en(q);

Ds: S; & {11, Lo} for 0 <i <k and for any q € Sk, there is a run p =q3 -+ q
in Out(G, f) s.t. tr(p) = tr(w).

Proof: We prove Lemma 6 by induction of the number of Player 1 moves in
w. If w contains 0 moves clearly it holds.

Assume w is a run of Out(Gpr, i) that contains k+1 Player 1 moves. There
are two possible forms for w:

e w ends in a Wh-state. w = Spog - - - SoroorSor+1. All the states S;, 0 <
1 < 2k must be different from {L;, Lo}. Then either Sar11 = Lo or not.

— if Sok41 = Lo, there is some state ¢ € Soi s.t. oo & en(q) by
definition of Gg. We can apply the induction assumption on the run
w’ = Sgog - - - Sop that contains k Player 1 moves. This leads: there
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isarun p = ¢} q in Out(G, f) s.t. tr(p’) = tr(w’) (because w’
does not contain any Lj o state). Moreover f(p') = f(w') = oo,
o9 & en(q) and and thus condition D;.(4¢) holds for w.

— otherwise Soi+1 # Lo. By definition of G g, this implies that Sop41 =
Nexty (Sak, o2k ). For any q € Sa41 there is some ¢’ € Soi s.t. ¢ RELN
q in Gg. We can again apply the induction assumption on the run
w’ = Syop - - - Sox that contains k Player 1 moves. This leads: there
isarun p = q) - ¢ in Out(G, f) s.t. tr(p’) = tr(w’) and f(p') =
f(w') = oox. Hence p = p/ 2% ¢ is a run of Out(G, f) and tr(p) =
tr(w). w satisfies D.

e w ends in a Wi-state. Let w = Sooq - - - SokS2k+1A2k+1S2(k+1)- It must be
the case that Sopy1 # Lo. Two cases arise:

1. Aopq1 # u. By definition of G, So(py1) = Newta(Sonq1, Aory1). Let
q € Sy(k+1)- By definition of Nexty, there is a state ¢’ € Sox11 s.t.

€ A2k41 . .
¢ = - 225 ¢, As in the previous case for any ¢/ € Sapi1 we can

build a run p’ = ¢ -+ ¢’ in Out(G, f) with tr(p’) = tr(So - - - Sakt1)-
Hence p = p/ Dak, q is a run of Out(G, f) and satisfies Ds.

2. A2k+1 = u. In this case SQ(;H_l) = 1. This mean that there is a state

q € Sopi1 st ¢ 5.5 q and ¢ € F. Again we can build a run
P =gy ¢ in Out(G, f) with tr(p') = tr(So - - Sax+1) and clearly
p=7p 5 -5 qis run of Out(G, f) and thus w satisfies Dy.(4).

This completes the proof of Lemma 6. ]

Now assume fy is not winning. There is a run Sy ---Sg in Out(Gy, fi)
such that either () Sy € {11, Lo} or (i7) there is some ¢ € Sy, such that g € F.
Applying Lemma 6 we obtain:

e if (i) holds, D; holds and there is a run p € Out(G, f) s.t. either (a)

tgt(p) € F or (b) f(p) € en(tgt(p)). If (a) holds f is not a winning
strategy. If (b) holds f is not a strategy. In any case this contradicts the
fact that f is a winning strategy.

e if (i) holds, as Sy, contains a state ¢ & F, thereisarun g - - - ¢ in Out(G, f)
and ¢ € F which again contradicts the fact that f is winning.

This completes the proof of Theorem 12. [ ]
From this we obtain an algorithm for Problem 9 and as the size of Gy is
exponential in the size G:

Theorem 13 Problem 9 is in EXPTIME.

B.4 Most Permissive Strategies for c-Games

Given Gy and Fy we can compute the most permissive strategy Fpg. Given
Fu we define the following mapping on Runsi(G): F(p) = Fu(tgt(B(tr(p)))).
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Theorem 14 F is the most permissive trace-based strategy for G.

Proof: First F is trace-based'’. Let f be a trace-based winning strategy. We
define fy as in the If part proof of Theorem 12. fg is winning and thus for
any run w fp(w) € Fy(tgt(w)). By definition of fr, f(p) = fu(B(tr(p))) and
f(p) € Fu(tgi(B(tr(p)))) = F(p)-

Now assume f is a trace-based strategy such that for each run p € Runs] (G),
f(p) € F(p). Build fg as before. fp is winning. Indeed, fg(w) = f(p) for any
p s.t. tr(p) = tr(w). Hence, fu(w) € Fu(tgt(w)) and thus fg is winning. Now
from fz build a strategy f as in the Only If part of the proof of Theorem 12.
It turns out that f = f and as f is winning, f is winning. ]

Corollary 1 The most permissive trace-based strategy F for (G, $) can be rep-
resented by an automaton which has at most an exponential number of states.

This follows from the fact that G is exponential in the size of G. The most
permissive trace-based strategy is obtained from Gy by removing from each
state ¢ the transitions that are not in Fg(q).

C Karp’s Maximum Mean Cycle Algorithm

In this section, we recall Karp’s maximum mean cycle algorithm [8]. The original
algorithm works for weighted graph where the weights are on the edges. We
give a version where weights are on vertices.

Definition 16 (Weighted Graph) A weighted directed graph is a pair (G, w)
s.t. G = (V,E) is a directed graph and w : V — R. We assume that each vertez

v € V is reachable from a unique source vertez sg. |
Definition 17 (Mean Weight of a Cycle) Let ¢ = (vi,ve, -+ ,v) be a se-
quence of vertices s.t. each (vj,vi41) € E;1 < i < k— 1 which is a cycle i.e.
v1 = vi,. The mean weight of c is p(c) = 1 - SF_ w(v;). |

Let v* = max,. pu(c) where ¢ ranges over all directed cycles in G. A cycle ¢ with
u(c) = v* is a maximum mean-weight cycle.

Let D(v) be the weight of a most expensive path from sy to v and Dy (v) be
the weight of a most expensive path which has exactly k edges (if there is no
such path Dy (v) = —o0).

Assume |V| = n. Karp’s algorithm is based on the fact that

D - D
J —max min 2n) = De()
veV 0<k<n—1 n—=k

0Fven if F is not strictly speaking a strategy, the trace-based property extends to sets of
moves with set equality.
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The values Dy (v) can be computed iteratively:

Do(so) = w(so) (15)
Do(v) = —oo for v#sp (16)
Dia(v) = max {Dy(u) +w(v)} (17)

. . D, (v)—D
Thus for each vertex we can compute min(v) = ming<g<n—1 W and

then compute the value max,ecy min(v) to obtain v*. This algorithm runs in
O(n.m) where |V| = n and |E| = m. Improvements [3] can be made to this
algorithm still the worst case run-time is O(n.m).

D Zwick and Paterson’s Algorithm

In this section we give an overview of some results of [14]. Assume G = (V| E)
is a weighted graph as in definition 16 except that the weight function is defined
on edges: w: E — {—=W,---,0,--- W} assigns an integral weight to each edge
of G with W € N. We assume each vertex has at least one outgoing transition.

Definition 18 (Weighted Graph Game) A weighted graph game is a bi-
partite weighted graph G = (V,E) with V.= V1 U Vs and E = FE; U Es,
Ey C Vi x Vo and Es C Ey x Ey. We assume the initial vertex vy of G be-
longs to V1. ]

Vertices V; are Player i’s vertex. A weighted graph game is a turn based game
in which the turn alternates between Player 1 and Player 2. The game starts
at a vertex vg € V5. Player 1 chooses an edge e; = (vp,v1) and then Player 2
chooses an edge es = (v1,v2) and so on and they build an infinite sequence
of edges. Player 1 wants to maximise liminf, % >, w(e;) and Player 2
wants to minimize limsup,,_,o, = - >, w(e;).

One of the result of [14] is that there is a rational value v € Q s.t. Player 1
has a strategy to ensure lim infnﬁoo% -7 Jw(e;) > v and Player 2 has a
strategy to ensure that limsup, . = - 3" w(e;) < v. v is called the value of
the game.

Let n = |V|. To compute v, proceed as follows ([14]):

1. Let vyp(v) =0forv e V. For v € V and k > 1, vi(v) is defined by:

D) = 4 X @wes{w(v,w) + v )} if v e Vi
min(, v)e p{w (v, w) + vi-1(w)} if v e Va

This is the equivalent of the Dy (v) values for Karp’s algorithm using a
min max strategy depending on which player is playing;

2. for each v € V, compute /(v) = v (v)/k for k=4-n3-W.
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3. for each vertex, the value of the game from v is the only rational number
with a denominator at most n that lies in the interval |v/(v) — o, v/ (v) +
. _ 1
The value of the game is v = v(vy) where v is the initial vertex.
To compute an optimal strategy for Player 1, proceed as follows:

1. compute the values v(v) for each v € V;

2. if all the vertices of V7 have outgoing degree 1, there is a unique strategy
and it is positional and optimal,;

3. otherwise, take a vertex v € Vi with outgoing degree d > 2. Remove

f%] edges from v leaving at least one. Recompute the value m, for each
v. If m, = v(v), there is an optimal positional strategy which uses the
remaining edges from v. Otherwise there is a positional strategy that uses

one of the removed edges.

We can iterate the previous scheme to find an optimal strategy for Player 1.
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